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00 yrBepxkaenun TpedoBaHui
0 3amuTe HH(pPOPMALUH, HE COCTABJIAIOLIEH FOCYIAPCTBEHHYIO TallHYy,
coJepsKalleiics B rocyAapCcTBeHHbIX HHPOPMALMOHHBIX CHCTEMAX

B cootBerctBMM ¢ wacTthio 5 crarem 16 @enmepaibHOro 3akoHa OT
27 wrons 2006 1. Ne 149-d3 «O6 undopmanuu, UHPOPMAITUOHHBIX TEXHOJOTHIX U O
3amure uHpopmanun» (Cobpanue 3akoHomarenscTBa Poccuiickoit deneparuu,
2006, Ne 31, ct. 3448; 2010, Ne 31, ct. 4196; 2011, Ne 15, ct. 2038; Ne 30, ct. 4600;
2012, Ne 31, cr. 4328) u Ilonoxkenrem o denepaibHOi CIyKOe MO0 TEXHUYECCKOMY H
SKCHOPTHOMY  KOHTPOJIIO, YTBEpXKICHHBIM  Yka3zom IlIpesumpenta Poccuiickon
®eneparu ot 16 aBrycra 2004 r. Ne 1085 (Cobpanme 3akoHomarenscTBa Poccuiickoit
®deneparm, 2004, Ne 34, cr. 3541; 2006, Ne 49, c1. 5192; 2008, Ne 43, ct1. 4921; Ne 47,
cT. 5431; 2012, Ne 7, ¢1.818), TP UK A 3 bI B A 1O:

1. VrBepauth mpunaraembie TpeGoBanusi o 3amure WHGOPMAIMH, HE
COCTABJIAIONICH TOCYAAPCTBCHHYIO TaWHy, COJEPXKAIICHMCI B TOCYAAapCTBEHHBIX
WH(OPMAITMOHHBIX CHCTEMaX.

2. YCTaHOBUTH, YTO yKa3aHHBIC B MMyHKTe | Hacrosmiero npuka3a TpeboBaHus
MPUMEHSIOTCA NIl 3aIlIUThl MHGOPMAIMK B TOCYIApCTBEHHBIX HH(POPMAITMOHHBIX
cuctemax ¢ 1 centsiops 2013 r.

JIUPEKTOP ®EJEPAJIBHOM CJIYXKBbI
IO TEXHUYECKOMY U 3KCITOPTHOMY KOHTPOJIIO

B.CEJIMH



YTBEPX/IEHbBI
npukazom @CTIOK Poccun
ot 11 deBpans 2013 . Ne 17

TpeboBanus
0 3amuTe MH(popMaUK, He COCTABJIAIOLIEH FOCYIAPCTBEHHYIO TallHYy,
coJepsKallecs B rocyAapCcTBeHHbIX HHPOPMALMOHHBIX CHCTEMAX

|. O0ume mooxeHus

1. Hacrosimue TpeGoBanus pa3paboTaHbl B COOTBETCTBUM C DenepaibHbIM
3akoHOM OT 27 wutona 2006 r. Ne 149-03 «O6 unbopmanuu, MHPOPMAIMOHHBIX
TEXHOJIOTUAX U 0 3ammuTe uHpopmanun» (CoOpanue 3akoHoAaTenbCcTBa Poccuiickoit
Oenepanyu, 2006, Ne 31, ct. 3448; 2010, Ne 31, ct. 4196; 2011, Ne 15, ct. 2038;
Ne 30, ct. 4600; 2012, Ne31, cr. 4328), a TakkKe C Y4ETOM HAIIMOHAIBHBIX
ctangapToB Poccutickoit deaeparuu B o0acTu 3aniuThl HHGOPMAIIUK U B 00J1aCTH
CO3/IaHUSI aBTOMATU3UPOBAHHBIX CUCTEM (J1aJiee — HAIMOHAJIBHBIC CTaHIAPTHI).

2. B noxkymeHTe yCTaHaBIMBAIOTCS TPEOOBAaHUS K OOECIEUEHUIO 3aIllUThI
uH(OpMaIMK OTPaHUYCHHOTO JOCTYIMa, HE COJepKallei CBEICHUSI, COCTABIISIONINE
rOCy/IapCTBEHHYIO TaliHy (nmanee — uHOpMaius), OT YTEYKH MO TEXHUYECKUM
KaHaJIaM, HECAHKIIMOHUPOBAHHOI'O JIOCTYIA, CIEIUAIbHBIX BO3JEHCTBUI HA TAKYIO
uHbopmanuio (HocuTenu HHGOPMAIMK) B ILENAX €€ JOOBbIBaHMS, YHUUYTOXKEHUS,
UCKa)KEHUsl WM OJIOKUpPOBAHUS JOCTyMa K Hel (Hayee — 3amura uHGopmanum) npu
o0paboTke ykazaHHOW UWHGOPMAIMU B TOCYIAPCTBEHHBIX MHGOPMAIIMOHHBIX
CUCTEMAX.

Hacrosmue TpeGoBaHUs MOTYT NMPUMEHSTHCS IS 3alIUTHI OOIIEIOCTYITHOM
uH(GOpPMAIIIH, COAEPKAIIEHCS B TOCYJaPCTBEHHBIX HH(DOPMAITMOHHBIX CUCTEMAX, JIJIS
JOCTHIKEHMS 11eJIeH, yKka3aHHbIX B myHKTax 1 u 3 yactu 1 crateu 16 deaepanbHoro
3akoHa oT 27 utong 2006 1. Ne 149-03 «O6 undbopmanuu, HHHOPMAIMOHHBIX
TEXHOJIOTHUSAX U O 3aIIUTe HHHOPMAITII.

B nmoxymenTe He paccmaTpuBaloTCia TpeOoBaHUS O 3amuTe WHGOOpMAINH,
CBSI3aHHBIC C MPUMEHEHUEM KPHUMTOTPaPUIECKUX METOJOB 3alUThI WHOOpPMAIUU U
UG POBATBHBIX (KpUNITOTPpaUUECKNX) CPEACTB 3AIIUTH HH(HOPMAITIH.

3. Hactosimme TpeOGoBanus SBISIIOTCS  00s3aTeIbHBIMHA  TPH  00paboTKe
uHbOopMaIuu B roCcyJ1apCTBEHHBIX nH(})OPMAITMOHHBIX cucremax,
byHKIIMOHUpYOMUX Ha Tepputopun Poccuiickoii ®Deneparuu, a TakkKe B
MYHULIUNAIBHBIX HMH(OPMALIMOHHBIX CUCTEMAaX, €CJIM HWHOE€ HE YCTAaHOBJIEHO
3aKOHOaTeNbcTBOM Poccuniickont deaepann 0 MECTHOM CaMOYIIPABIICHUU.

Hacrosmue TpeOoBaHus HE pacOpoOCTPaHSIOTCS Ha TOCYJapCTBEHHbIE
nHpOopMaMOHHBIE cucTeMbl AnqMuHucTpanuu IIpesuaenta Poccuiickoit Denepanuu,
Cosera besonmacnoctu Poccuiickoit  ®enepauun, DenepanbHoro Cobpanus
Poccuiickon denepanuu, [IpaBuTenbcTBa Poccuiickoit denepanuu,
Koncturyunonnoro Cyna Poccuiickorn ®enepannn, Bepxosnoro Cyna Poccuiickoi



Oenepanuu, Breicmiero  ApoOutpaxknoro Cynma Poccuiickoit  ®enepanuun  u
®denepanbHOi cnyx0bl Oe30omacHocTu Poccuiickoit @enepanuu.

4. Hactosimue TpeGoBaHus mpenHa3HaueHbl s oOnamareneil uHbopmaiuu,
3aKa3YMKOB,  3aKJIIOYMBIIMX  TFOCYJApCTBEHHBIM  KOHTPAKT HA  CO3JIaHUE
roCyJapCTBEHHOW MHGOPMAIMOHHONW CHUCTEMBI (fjajiee — 3aKa34MKHU) U ONepaTopoB
roCy/1apCTBEHHBIX MHPOPMALIMOHHBIX CUCTEM (JJajiee — ONepaTophl).

JIuto, oOpabaTbiBatoliee MHGOPMALMIO, SBISIOIIYIOCS TOCYIapCTBEHHBIM
MH(OPMAIMOHHBIM PECYPCOM, 10 MOPYUYEHUIO 00nanarens nHGopMauuu (3aKa3uynka)
Wi omepatopa W (WIM) TPEIOCTABISAIONIEE UM BBIYHCIUTEIBHBIE PECYPCHI
(MomrHOCTH) JUIs1 00pabOTKKM MH(POPMAIUK HA OCHOBAHHWU 3aKIFOUEHHOTO JOTrOBOpa
(mamee — yYNOJHOMOYEHHOE JHIO), oOOecnedyrBaeT 3aluTy HHpOpManuu B
COOTBETCTBMM C 3aKOHOJaTenbcTBOM Poccuiickoit ®epepaunn o6 uHopmaiuwy,
MH(GOPMAIIMOHHBIX TEXHOJIOTUSIX W O 3amure uHpopmanuu. B morosope nomkHa
OBITh MpeAycMOTpeHa 00SI3aHHOCTh YIOJHOMOUYEHHOTO JiMla 00ecreynBaTh 3allUTy
uHGOpMAIIMH, SBISIONIEHCS TOCYJapCTBEHHBIM HH(POPMAIIMOHHBIM PECYpCOM, B
COOTBETCTBHHM C HacTOSIMMU TpeGoBaHUSIMH.

5. IIpu o0OpaboTke B TrOCyIapCTBEHHONW HWHMOPMAIMOHHOW  CHCTEME
uHboOpMaIMK, CoJep)Kallleld TMepcoHaNbHbIE JlaHHble, HacTosmue TpeboBaHUs
NPUMEHSIOTCS Hapsiay ¢ TPEOOBAHUSIMHU K 3alIUTE MEPCOHAIBHBIX JAHHBIX MPU HUX
00paboTke B MH(GOPMAIIMOHHBIX CUCTEMaX MEPCOHANbHBIX JAHHBIX, YTBEP>KICHHBIX
noctanoBjenueM I[IpaBurenbctBa Poccuiickoit deneparuu ot 1 Hos0pst 2012 .
Ne 1119 (CobOpanme 3akoHomatenbcTBa Poccuiickoit ®depeparuu, 2012, No 45,
cT. 6257).

6. [lo pemenuto oOnagatens uHHPoOpMaMKU (3aKa34uMKa) WIM OIEpaTopa
HacTosmue TpebOoBaHUST MOTYT TPUMEHATHCA I 3alUThl  MHGOPMAIINH,
coJiepKalleiicst B Herocy1apCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX.

7. 3amuTa uHdopmaImy, coaepKalencs B rocy1apCTBEHHOM
nH()OpMaIIMOHHON cucTeMme (mayiee — MH(OPMAIIMOHHAS CHUCTEMa), 00eCIIeYnBaCTCSI
IyTeM BBITOJHEHHS OoOJaarenieM uHpopManuu (3aKa34ukoM) U (WJIH) OomepaTopoM
TpeOOBaHUN K  OpraHM3alyd  3aluThl  WHpOpMamuWu, cojaep)Kaliecs B
nHOOPMAITMOHHOW CHCTeMe, W TpeOoBaHWI K MepaM 3aluThl HHGPOPMAIINH,
cojieprKaieiicsi B MH(QpOPMAIIMOHHON CHCTEME.

Il. TpeGoBaHus K OpraHU3aIMy 3aIUTH HHPOPMAIIUU, COACPKAIIEHCS B
UH(GOPMAITMOHHON CUCTEME

8. B urpopMannonHo#l crucTteMe 00BEKTaMH 3alIUTHI SBISIOTCS WH(MOpMaIus,
cozepkaiasicss B UHQOPMAIMOHHOW CHCTEME, TEXHUYECKHE CPeacTBa (B TOM YHCIIC
CpPEACTBa BHIYUCIUTEILHON TEXHUKH, MAIMHHBIE HOCUTENIN UH(POpPMAIUU, CPEICTBA
Y CUCTEMBI CBSI3H M MEPEavyM TaHHBIX, TEXHUYECKHE CPeCcTBA 00paboTK OyKBEHHO-
undpoBoi, rpaduyueckoil, BUAEO- U peueBoi HHPOpPMALUHU), OOIIECUCTEMHOE,
MPUKIAJHOE, CHEIUaJIbHOE MpPOrpaMMHOE oOecredyeHre, HHPOPMaAIUOHHbIE
TEXHOJIOTHH, a TAKXKEe CPEACTBA 3alIUThl HHPOPMAITUH.



9. Ans  obecnedeHust  3amMThl  MHGOpPMAIMHM,  COAEpXKallelhcsa B
MH()OPMAIIMOHHOM CUCTEME, ONEPaTOPOM Ha3HAYAETCS CTPYKTYPHOE MOJIpa3/IeliCHHE
WM TOJDKHOCTHOE MO (paOOTHHUK), OTBETCTBEHHBIE 32 3aIUTY MH(OpPMAIUK.

10. Ins mpoBeneHust paboT mo 3amure MHPOPMALMH B XOJE CO3AaHUS H
SKCIUTyaTallMi HHOOPMAIIMOHHOW CUCTEMBI 00JIagaTesieM HHpopMaIuH (3aKa34uKOM)
U OIIEpAaTOPOM B COOTBETCTBUHU C 3aKOHOIATENbCTBOM Poccuiickon denepauuu npu
HEOOXOJUMOCTH  TPHUBIICKAIOTCS  OpraHU3allid, HWMEIOIIUEe  JIMIEH3UI0  Ha
NEATeNIbHOCTh [0 TEXHMYECKOW 3amuTe KOoH(PUACHIMaIbHOH UH(pOpMAIUU B
cootBeTcTBUM ¢ DenepanbHbiM  3akoHOM OT 4 wmag 2011 1. Ne 99-@3
«O NUIeH3UPOBAHUHT OTJICIIbHBIX BUJIOB JEATeIIBHOCTH (Cobpanue
3akoHojarenbcTBa Poccuiickoit @eneparuu, 2011, Ne 19, cr. 2716; Ne 30, ct. 4590;
Ne 43, ct. 5971; Ne 48, cT. 6728; 2012, Ne 26, cT. 3446; Ne 31, ct. 4322; 2013, Ne 9,
cT. 874).

11. Jins  oOecmeueHust  3amuThl  WH(POPMAIMU,  COJACpKaICWCs B
UH()OPMAIIMOHHOM CHUCTEME, TMPUMEHSIOTCS CpEeJCTBa 3alluThl  WH(OpMaINH,
MPOIIEIINE OLEHKY COOTBETCTBUS B (opMe o00s3aTebHOM cepThudUKalu Ha
COOTBETCTBHE TpeOOBaHMSIM IO O€30MacCHOCTH WH(OpPMAIMU B COOTBETCTBUHU CO
crateeil 5 @enepanpHoro 3akona ot 27 nekadbps 2002 r. No 184-D3 «O TexHUUYECKOM
perynupoBanun» (CoOpanue 3akoHomatenbcTBa Poccuiickoit denepamuu, 2002, Ne
52, ct. 5140; 2007, Ne 19, ct. 2293; Ne 49, cT. 6070; 2008, Ne 30, ct. 3616; 2009, Ne
29, c1. 3626; Ne 48, ct. 5711; 2010, Ne 1, ct. 6; 2011, Ne 30, cT. 4603; Ne 49, cr.
7025; Ne 50, ct. 7351; 2012, Ne 31, ct. 4322; 2012, Ne 50, ct. 6959).

12. 3amura unopmanuu, coaepxamieiicss B UHPOPMALIMOHHON cuUCTEME,
ABJIIETCS COCTABHOM YacThIO pabOT MO CO3/IaHMIO M DKCIUTyaTalluy HH()OpMAIMOHHON
cucTeMbl M oOecleunBaeTcs Ha BCeX cTanusax (dTamax) ee CO3JaHus U B XOJe
AKCIUTyaTalldd MYTEM HNPUHITHS OPraHU3alHUOHHBIX U TEXHUYECKUX MEP 3allUThI
uHboOpMallud, HANpaBJICHHBIX Ha OJOKMpoBaHHME (HEUTpaau3aIuio) yrpos
Oe3omacHocTH HH(pOpManu B MHGOPMAIMOHHOM CHCTEME, B paMKax CHCTEMBI
(mojcucTemMsbl) 3amKUThl HHPOpMATUU WHPOPMAITMOHHON CHCTEMBI (J1ajiee — CUCTeMa
3aImuThl HHPOpMAITU HHPOPMAITMOHHON CHCTEMBI).

Opranu3allMOHHBIE W  TEXHUYECKHME MeEpbl 3allUThl  HUHPOPMAIIUH,
peanu3yeMble B paMKax CHCTEMBbI 3alUThl HHPOpMaUU HUHPOPMAIMOHHOM
CHUCTEMBI, B 3aBUCUMOCTH OT MH(pOpMaiuu, conepaieics B HHHOPMAITMOHHON
cucTteme, Iene co3nanus WHOOPMAIMOHHOW CHCTEMBI M 3a/ad, PElIaeMbIX ITOU
UH(OPMAITMOHHON CUCTEMOM, JTOJDKHBI OBITh HAPaBJICHBI HA UCKIIIOYEHHUE!

HEIPaBOMEPHBIX JOCTYTIA, KOITMPOBAHMS, MIPEIOCTABICHUS WJIn
pacnpocTpaHeHUs nHpopMaru (oOecrieucHme KOH(PUACHIINATBHOCTH
uH(bOopMaIm);

HENIPABOMEPHBIX ~ YHUUYTOXKCHHS WIH MOAUPUIIUPOBAHUS  WHGOOPMAIIH
(obecmiedyenue MeTOCTHOCTH UH(POpMAITUN);

HEMpaBOMEpHOro OyiokupoBaHus uHMoOpManuu (oOecnedeHue IJOCTYIMHOCTH
uH(opMaIum).

13. JIlns  oOecrmeueHust  3amuThl  WHPOpMAINMK,  COAEpXKamIelWcs B
MH()OPMALIMOHHON cCUCTEME, MPOBOASATCS CIEAYIOLINE MEPOIIPUSITHUS:



dbopmupoBanue TpeOOBaHMI K 3ammuTe HHPOPMAIUMU, COJAEpKaIlecs B
MH(OPMAIMOHHON CUCTEME;

pa3paboTKa CUCTEMBI 3alIUThl THPOPMALIMK HHPOPMALIUOHHON CUCTEMBI;

BHEJPEHHE CHUCTEMBI 3aIUTH HHPOPMALIUH HHPOPMALIUOHHON CHUCTEMBI;

aTrectansi HMHPOPMALMOHHOM  CHUCTeMbl 1O TpeOOBAaHUAM  3AIUTHI
nHpopmanuu (nanee — arrectanuss WHMOPMAIMOHHOW CHUCTEMBbI) U BBOJ €€ B
JICHICTBHE;

oOecrieyeHue 3auIUThl MHPOPMALMK B XOJ€ HKCIUTyaTallud aTTECTOBAaHHOM
MH(OPMAIIMOHHON CUCTEMBI;

o0OecrieyeHue 3amUThl MHGOpPMAIMM TpPU  BBIBOAE U3 OJKCIUTyaTalluu
aTTECTOBAHHOW MH(OPMALIMOHHON CHUCTEMbl WJIM TMOCJIE NPUHATHS pelieHus o0
OKOHYaHUU 00pabOTKU MHPOPMALIUH.

dopmupoBaHue TpeOOBaHUH K 3aluTe HH(DOpMALUU, coepKallecs B
UH(OPMAIIMOHHON CUCTEME

14. ®opmupoBanue TpeboBaHUM K 3amuTe HWH(pOpManuuU, coiepKauieics B
WHOOPMAIIMOHHONW  CHUCTEME,  OCYIIECTBIsieTcs  oOjagaterneM  WHOOpMaIUH
(3aKa34MKOM).

dopmupoBaHue TpeOOBaHWUN K 3amuTe HWHQOpMANMH, CcoAep)Kalleics B
nHpopMalMOHHON cucteme, ocymiecTBisiercss ¢ yderom ['OCT P 51583 «3ammura
uHpopmaruu. Ilopsmok co3naHus aBTOMATU3UPOBAHHBIX CHCTEM B 3allMIIEHHOM
ucrojgHernu. O6mme monoxeHus» (mamee - TOCT P 51583) m TTOCT P 51624
«BammTa uwHbOpMAIMK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI B  3allUIIEHHOM
ucrionHeHuu. OOme TpeboBanus» (nmamee - ['OCT P 51624) u B ToM dwmcie
BKJIFOYAET:

NPUHSITHE PEIICHUSI 0 HEOOXOJUMOCTH 3alIUThl HH(OPMAIUH, COAepKaIIecs
B MH(POPMAIIMOHHOM CUCTEME;

Kiaccupukaruo HHPOPMAITMOHHON CHUCTEMBl 10 TpPeOOBaHUSM 3aIUTHI
uHdopManuu (nanee — kiaccudpukarus HHPOPMAITMOHHON CUCTEMBI);

oTpeJieNieHHe yrpo3 0€30MacHOCTH WH(OPMAIIUH, peann3alus KOTOPbIX MOKET
MPUBECTU K HAPYIICHUIO 0€30MacHOCTH MH(POpPMaIUd B MHPOPMAIIMOHHON CHCTEME,
1 pa3paboTKy Ha MX OCHOBE MOJIETH YIpo3 0e30MmacHOCTH HHHOPMAIIHH;

ompesienieHre TpeOoBaHUI K cUCTeME 3alUThl HHPOpMauyu HHPOPMAITMOHHOM
CUCTEMBI.

14.1. Ilpu npuHATAU pelIeHHs O HEOOXOAMMOCTH 3alUThl HWH(OpMAIUH,
cojieprKamieicsi B ”HPOPMAIIMOHHOW CHCTEME, OCYIIECTBIISCTCS

aHau3 Iese co3Manus HHPOPMAITMOHHON CHCTEMBI U 3aa4, PeIIacMbIX 3TOH
nH(OPMAITMOHHON CUCTEMOW;

ompeseneHre WHGOPMAIMK, ToIeKamed o0paboTke B HMHGOPMAIMOHHOM
CUCTEME;

aHaNMM3 HOPMATUBHBIX TPABOBBIX AaKTOB, METOJUYCCKUX JTOKYMEHTOB H
HAIMOHAIBHBIX CTAHJIAPTOB, KOTOPBIM JIOJDKHA COOTBETCTBOBATH MH(MOPMAIIMOHHAS
CUCTEMa,

MPUHATHE PEMICHUS O HEOOXOJUMOCTH CO3JaHUS CHCTEMBI 3alllUTHI
uHbopmarmn WHPOPMAIMOHHON CHCTEMBI, a TaKXKe ONpEeNeTCHUE Ielied W 3amad



3alUThl MHpOpMauu B MHPOPMALMOHHON CHCTEME, OCHOBHBIX ATAallOB CO3JaHUs
CUCTEMBI 3alIUThl HHPOpMaUUH HHPOPMAIIMOHHON CUCTEMbl M (QYHKUMHA 1O
o0ecIeyeHuIo 3aluThl HH(pOpPMAIUK, coJiepKalleics B HHHOPMAIIMOHHON CUCTEME,
obnanaresns uHpopMmanyu (3aKka3uuka), orneparopa U YIOIHOMOUYCHHBIX JIHII.

14.2. Knaccudukanuss ~ MHPOPMALIMOHHOM  CHUCTEMbl  TNPOBOAMUTCS B
3aBUCUMOCTH OT 3HAYMMOCTH oOpabaThiBaeMmoil B Hell mHdOpManuu W maciradba
nH(OPMAIIMOHHON cucTeMBbI ((penepanbHbI, peruoHaIbHbINA, 00BEKTOBBIN).

VYcTaHaBiauBalOTCS  YeThIpe  Kjacca  3aU[UMIIEHHOCTH  HHQPOPMALMOHHON
CUCTEMBI, OIpEAENSIONIMe YPOBHM 3alllMIIEHHOCTH CoOJAepXkalleiics B HeH
uHpopmaryu. CaMblil HU3KHI KJ1acc — YeTBEPThIN, caMblil BICOKUI — nepBbIid. Kitace
3aIMIIEHHOCTH WH(QOPMALMOHHON CHCTEMBI OMNpENeNsieTcs B COOTBETCTBUU C
npuioxxenreMm Ne 1 x Hactosiiuum TpebGoBaHuUsIM.

Krnacc 3ammiieHHocTH omnpenensieTcs s HWH(OOPMAIMOHHOW CHCTEMbI B
IIEJIOM U, TIPU HEOOXOJIUMOCTH, JUIsl €€ OTIEIBHBIX CETMEHTOB (COCTaBHBIX 4YacTei).
TpeboBanue Kk Kiaccy 3alIUIIEHHOCTH BKJIIOYAETCS B TEXHUYECKOE 3a/JlaHHE Ha
co3fgaHue WHOOPMAIMOHHOW CHCTEMBl M (WJIM) TEXHMUYECKOE 3aJaHue (4acTHOE
TEXHHUYECKOE  3a/JlaHhe) Ha  CO3J[aHh€  CHCTeMbl  3allUThl  HHGOPMAIMH
MH(POPMAIIMOHHON  cUCTeMBI, paspabateiBaembie ¢ ydetom ['OCT 34.602
«Madopmanronnas TexHojorusi. Komrieke cTtaHaapToB Ha aBTOMAaTHU3UPOBAHHbBIC
cCUCTeMBbl. TeXHHUYeCKoe 3aJlaHhe€ Ha CO3JaHUE AaBTOMATU3UPOBAHHOW CHCTEMBI»
(manee — I'OCT 34.602), TOCT P 51583 u I'OCT P 51624.

Krnacc 3amumieHHoctd MHGOPMAIIMOHHON CHUCTEMBI TOIJIEKHUT MEPECMOTPY
Opu MW3MEHEHMH MacmTaba WHQGOPMAIMOHHONM CHUCTEMbl WM 3HAYMMOCTH
oOpabaTtbeiBaeMoii B Helt HH(MOPMAIIHUH.

PesynbraTel  kiaccupukanuu  MHGOPMAIIMOHHONW CHUCTEMBI  OQOPMIISIOTCS
aKTOM KJIacCU(DHUKAIIUH.

14.3. Yrpo3bl 0Oe3zonacHOCTH HHQPOPMALUM OMPEACISIOTCS IO pe3yJbTaraM
OLICHKH BO3MOXHOCTEH (MMOTEHIMala, OCHAIIECHHOCTH M MOTHBALlMH) BHEIIHUX H
BHYTPEHHUX HapYIIUTENICH, aHalM3a BO3MOXKHBIX YSI3BUMOCTEH WH(POPMAITMOHHON
CHUCTEMBI, BO3MOXKHBIX CIOCOOOB peaau3aliuy yrpo3 0e30MacHOCTH WHPOpPMAIUd U
MOCJIIEACTBUA ~ OT  HApPYIIEHHs  CBOMCTB Oe3omacHocT  MH(pOpMaLUU
(koH(pUACHITNATBHOCTH, 1IEJTOCTHOCTH, TOCTYITHOCTH).

[Ipu ompenenenun yrpo3 0€30MACHOCTH HMH(POPMAIMH  YYUTHIBAIOTCS
CTPYKTYpHO-(DYHKIIHMOHAJIbHBIE  XapaKTePUCTUKH  HH(POPMALMOHHONH  CHUCTEMBI,
BKJIIOYAIOIINE CTPYKTYpPY M COCTaB HH(OPMAIIMOHHOW CHUCTEMBI, (pU3nUecKue,
jJorudeckue, (QyHKIMOHANBHBIE W  TEXHOJOTMUYECKHE  B3aMMOCBS3M  MEXIY
CerMeHTaMu MH()OPMAIIMOHHONW CUCTEMBI, C UHBIMH WH(OPMALlMOHHBIMU CUCTEMaMU
1 UHPOPMAIMOHHO-TEIIEKOMMYHHUKAITMOHHBIMA ~ CETSIMHU, PEKHUMBI  00pabOTKH
uHbopMauu B MH(POPMAILIMOHHONW CHCTEME M B €€ OTICNIbHBIX CETMEHTaX, a TaKxkKe
WHBIC XapaKTEPUCTUKHU UH(OPMALIMOHHON CUCTEMBI, IpUMEHSIEMBbIE
MH()OPMALIMOHHBIE TEXHOJIOTUH U OCOOEHHOCTH €€ (PYHKIIMOHUPOBAHMSI.

[lo pesynbraTam ompeneneHus yrpo3 O€30MacHOCTH HWHPOpMAUMU TPHU
HEOOXOIMMOCTH pa3padaThIBAIOTCA PEKOMEHIALMH 0 KOPPEKTHUPOBKE CTPYKTYpPHO-
(PYHKIMOHAJIBHBIX XapaKTEPUCTUK HMH(OPMALMOHHOW CUCTEMBI, HAIllpaBJICHHbIE Ha
0JIoOKMpoBaHUE (HEUTpaIU3alMIO) OTAEIbHBIX YIpo3 0€301acCHOCTH MH(POpMALIIH.



Mogens yrpo3 Oe3onacHoCTd HMHGPOPMAIMU JIOJHKHA COJIEPKATh OIMHUCAHUE
MH()OPMAIIMOHHON CUCTEMBI U €€ CTPYKTYPHO-(DYHKIIMOHATBHBIX XapaKTEPUCTHK, a
TaK)Ke€ OINHCaHuE Yrpo3 Oe3onacHocTd WHGOPMAIMU, BKIIOYAIONIEEe OMUCAHUE
BO3MOXHOCTEM Hapylmurenaed (MOIENb HAPYIIHUTENS), BO3MOXHBIX YSA3BUMOCTEU
MH(QOPMAIIMOHHOM  CHUCTEMBI, CIIOCOOOB  pealdu3alu  yrpo3  0e30MacHOCTH
uH(pOpMAaIMKU U MOCIEACTBUI OT HapyIIEHUsI CBOMCTB 0€30MacCHOCTH UH(POPMALIHH.

Jlns onpenenenust yrpo3 0e30macHOCTH WHGOpPMAIUU U Pa3pabOTKU MOACIH
yrpo3 0€30MacHOCTH HHQPOpPMAIUK MPUMEHSIOTCS METOAUYECKHE JTOKYMEHTHI,
pa3zpabotannbie u yTBepxkAecHHbIe DCTIOK Poccuu B COOTBETCTBUU C MOAMYHKTOM 4
nyHkra 8 [lonoxkenust o denepanbHOl ClyX0€ MO TEXHUYECKOMY U DKCIOPTHOMY
KOHTPOJIIO, yTBEpKIACHHOTO YKazoM IlIpesuaenra Poccuiickon ®enepaunu oT
16 aBrycta 2004 1. Ne 1085 (Cobpanue 3akoHOmatenncTBa Poccuiickoit deneparuu,
2004, Ne 34, ct.3541; 2006, Ne 49, ct.5192; 2008, Ne 43, cr.4921; Ne 47, cr. 5431;
2012, Ne 7, ct. 818).

14.4. TpeboBanust Kk cucTeMe 3amuThl UHQOpMamuu HWHGOPMAITMOHHON
CUCTEMBl  ONpPEACISIIOTCS B 3aBUCUMOCTH  OT  KJlacca  3alllUIEHHOCTH
WH()OPMAIIMOHHONW CUCTEMBI M yrpo3 0e3omacHOCTH HHGOPMAIMK, BKIIOYEHHBIX B
MOJIeNb yTpo3 6e30macHOCTU HH(popMaIuu.

TpeboBanus k cucreme 3amuThl WHPOpMauu HHGOPMAIMOHHON CHUCTEMBI
BKJIFOYAIOTCSI B TEXHUYECKOE 3aJlaHhe Ha co3JaHue MH(OPMAIMOHHOW CUCTEMBI U
(unn) TeXHUYECKOe 3aJlaHre (YacTHOE TEXHMYECKOE 3aJJaHue) Ha CO3JaHUE CHCTEMBI
3amuThl MHpopManuu WHGOPMAIIMOHHONW CHUCTEMBI, pa3pabaTbiBaeMble C YYETOM
I'OCT 34.602, TOCT P 51583 u I'OCT P 51624, u 10/KHBI B TOM YHCJIE COACPIKATh:

nenb W 3ajaud oOecreueHus 3aluThl MHpOpManuu B HHPOPMAIMOHHON
CUCTEME;

KJIACC 3aIlIUIIEHHOCTH MH()OPMAITMOHHONW CHCTEMBI;

nepeueHb HOPMATHUBHBIX TPABOBBIX AKTOB, METOJUYECKUX JIOKYMEHTOB H
HAIMOHAJIBHBIX CTAaHJIAPTOB, KOTOPBHIM JOJDKHA COOTBETCTBOBATH MH(OpPMALMOHHAS
CUCTEMA;

nepedeHb 00bEKTOB 3aIUTHl HHPOPMAITMOHHON CUCTEMBI;

TpeOOBaHUA K Me€paM M CPEJCTBaM 3allUThl MHPOpPMAIMU, MPUMEHSIEMBIM B
WH(OPMAITMOHHON CUCTEME;

TpeOoBaHuA K 3amuTe WHGOPMAIMU TTPH HHPOPMAIIMOHHOM B3aMMOJICHCTBUU
C WHBIMU nH(OPMAITMOHHBIMU CUCTEMaMU u nH(OPMAITMOHHO-
TEJIEKOMMYHHUKAITMOHHBIMH CETSIMH, B TOM 4HWCJe ¢ HHPOPMAIIMOHHBIMU CUCTEMaMU
YIOJIHOMOYEHHOTO JIMIa, & TAKXE IMPU NMPUMEHEHUU BBIYUCIUTEIBHBIX PECYpPCOB
(MoOmTHOCTE), MPEAOCTABISAEMBIX YIOJHOMOYCHHBIM JIMIIOM i1  0OpaOOTKH
uHbOpMAITIH.

[Ipu ompenenenun TpeOOBaHMKW K CHUCTEME 3alIUTBl  WHGOPMAIIH
WHOOPMAITMOHHONW CHCTEMBl YYHUTBIBAIOTCA TIOJOKCHUS TIONUTHUK oOecreueHus
nH(pOopMalIMOHHOM O6e30nacHOCTU 00naaaTenst nHPopMalu (3aKa3urKka) B cliydae ux
pazpadotkn no ['OCT P HMCO/M3BK 27001 «WupopManmioHHass TEXHOJIOTHSI.
Metonpl u cpenctBa oOecmedeHus Oe3omacHOCTH. CHCTEMBI MEHEIKMEHTA
nHpopMallMoOHHON Oe3omacHocTh. TpeboBaHUA», a TaKXKe MOJUTHK OOeCledeHUs



MH(POPMALIMOHHOM 0€30MacHOCTH OnepaTopa M yIMOJIHOMOYEHHOI'O JINLA B YacTH, HE
MPOTUBOpEYALLEH MOJUTUKAM 00JiafaTenst HHPpopMauuu (3aKkazyuka).

Pa3paboTka cuctemsbl 3alMThl HHGOPMALTUU
UH(OPMAIIMIOHHON CUCTEMBI

15. Pa3zpaboTtka cuctembl 3aluThl MHGOpMALK UHGOPMALMOHHON CHCTEMBbI
opranusyetcsi o0aatenieM HHGOpMaIH (3aKa34uuKOM ).

Pazpabotka cuctembl 3amuThl HHPOpMaIUU WHOOPMAIIMOHHOW CUCTEMBI
OCYIIECTBIISIETCSI B COOTBETCTBUM C TEXHMYECKHM 3aJaHMEM Ha CO3JlaHue
WHOOPMAIIMOHHOW CHUCTeMbl U  (WJIM) TEXHHYECKUM 3aJlaHheM (Y4acTHBIM
TeXHUYECKUM  3aJJaHheM) Ha CO3JaHM€ CHUCTeMbl 3alllUThl  WHOOpPMaIUH
uHpopmanronHo cucreMbl ¢ ydyetom ['OCT 34.601 «MudopmannonHas
TexHoyiorusi.  Komruiekc  cTtaHgapTOB  HAa ~ aBTOMAaTU3UPOBAHHBIE  CHCTEMBI.
ABTtomatu3upoBaHHbie cuctembl. Ctaauu coznanus» (nanee — 'OCT 34.601), TOCT
P 51583 uI'OCT P 51624 v B TOM 4yucCje BKIIOYAET:

MIPOCKTUPOBAHUE CUCTEMBI 3alIUTHI HHOOPMAIIMK WHPOPMAITMOHHON CUCTEMBI;

pa3paboTKy OSKCIUTyaTallMOHHOM JOKYMEHTalldd Ha CUCTEMY 3allluThl
uHdopManu HHHOPMAITMOHHON CUCTEMBI;

MaKeTUPOBAaHWE W  TECTHPOBAHUE CHUCTEMBbI  3alIUThl  WHOOpPMaLNH
MH(GOPMAIIMIOHHON CUCTEMBI (IIPU HEOOXOIUMOCTH).

Cucrema 3amutbl HHPOpPMALUM HHOOPMAIIMOHHON CHUCTEMBI HE JOJKHA
OPENATCTBOBATh JOCTHXKEHUIO IIesiel co3MaHus MH()OPMAIMOHHOW CHUCTEMBI U €€
(GYHKIIMOHUPOBAHHUIO.

[Tpu pazpaboTke cucteMbl 3amUThl HHGOPMAIMK UHHOPMAIIMOHHON CHUCTEMBI
YUUTBHIBAETCS €€ MH(DOPMAIMOHHOE B3aMMOJICUCTBHE C MHBIMH WH()OPMAIMOHHBIMH
cUcTeMaMu M MH(POPMAIMOHHO-TEIEKOMMYHHUKAITMOHHBIMUA CETSIMH, B TOM YHUCIE C
MH(POPMAIIMOHHBIMU CUCTEMaMHU YIMOJHOMOYEHHOTO JIMIIA, a TaKKe NPUMEHEHUe
BBIYHMCIIMTEIBHBIX PECYPCOB (MOLIHOCTEW), MPEAOCTABISIEMBIX YIOIHOMOYEHHBIM
JUIIOM 11 00paboTKU MH(POPMAITUH.

15.1. Tlpu IIPOEKTUPOBAHUU CHUCTEMBI 3aIIUTHI uH(bOpMAaIIH
UH(OPMAITMOHHON CUCTEMBI:

OTIPEJIEISIIOTCSL TUIIBI CYOBEKTOB JO0CTyNa (MOJb30BATEIH, MPOIECCHl U WHBIC
CyOBEKTHI JOCTynma) M OOBEKTOB JIOCTYMA, SIBISIIONIMXCS OOBEKTaMH 3allUThI
(ycTpoticTBa, 00BEKTHI (halIOBOM CHCTEMBI, 3aIlyCKaeMbIe M MCTIOTHSEMbIE MOMYJIH,
OOBEKTHl CHCTEMBI yMpaBICHUS Oa3aMH JaHHBIX, OOBEKTHI, CO3/1aBaCMbIC
MPUKJIAIHBIM IPOTPAMMHBIM 00€CTIEYUEHUEM, UHBIE OOBEKTHI JJOCTYIIA);

ONPENIENAIOTCS METOIbl YIIPABICHUS JOCTYNIOM (JIMCKPELMOHHBIN, MaH/IATHBIN,
POJICBOM WJIM WHBIC METOJIbI), THIIBI JIOCTYyNa (Y4TECHHUE, 3alHCh, BBHIMOJHCHHUE WIIH
WHBIC THITHI JIOCTYIA) M TpaBWIa pa3rpaHUYCHHS JOCTyNma CyOBEKTOB JIOCTyIA K
o0beKkTaM JocTyna (Ha OCHOBE CIIMCKOB, METOK O€30MacHOCTH, POJIEM M HHBIX
MpaBuJl), MOAJICKAIIUE peaau3aluu B UHPOPMAIIMOHHOU CUCTEME;

BBIOMpPAIOTCS MEphl 3alllUThl HMH(POPMAlUU, MOJJEKAIIUE pealu3alud B
cucTeMe 3aluThl HHpopMauu HHHOPMAITUOHHON CUCTEMBI;



ONpENEeNAOTCs  BUABI W  THUIOBI  CPEICTB  3alUThl  WH(OpMaINH,
o0ecrneunBaloIINe pean3aluio TEXHUYECKUX Mep 3allUThl MHPOpMaIIUK;

OnpeeNnsieTcss CTPYKTypa CUCTEMBI 3allUThl UHPOpMaUUu HUHPOPMALUOHHOM
CUCTEMBI, BKJIFOYAsi COCTaB (KOJIMYECTBO) U MECTA PA3MEILEHUS €€ 3JIEMEHTOB;

OCYIIECTBIISIETCS. BEIOOP CPEACTB 3alllUThl MH(DOPMALIUK, CEPTUDUIIUPOBAHHBIX
Ha COOTBETCTBHE TpeOOBaHMUAM MO 0€30MacHOCTH HH(OpPMALUHU, C YYETOM UX
CTOMMOCTH, COBMECTUMOCTH ¢ MH(POPMAIITMOHHBIMU TEXHOJIOTHUSIMH M T€XHUYECKUMHU
cpelncTBaMu, PyHKIUN O€30MaCHOCTH 3TUX CPEACTB U OCOOCHHOCTEN UX peau3allii,
a TaKXke Kjacca 3alUIIeHHOCTH HH()OPMAI[MOHHON CUCTEMBI;

OTIPENICIIAIOTCS TTapaMeTPhl HACTPOUKHU MTPOTPAMMHOTO 00ECIIeUeHHUsI, BKITIOUast
OporpaMMHOe OOecreueHrue CpeACcTB 3alluThl HHGOpMAaIU, 00eclneynBaloIIne
peanuzaiuilo Mep 3aluThl HMHPOPMAIMHU, a TaKKe YCTPAHCHHE BO3MOKHBIX
ySI3BUMOCTENH WH(OPMAIIMOHHOW CHUCTEMBbI, MPUBOJAIINX K BO3HUKHOBEHHUIO YIPO3
6e3omacHOCTH MH(pOpMAIH;

OTIPENEINAOTCS Mephl  3aluThl  WHOpMamMK TNpu  UHOOPMAITMOHHOM
B3aUMOJICHCTBUHM C WHBIMH HH(GOPMAIMOHHBIMUA CHUCTEeMaMu W HWHGOPMAIMOHHO-
TEJICKOMMYHHKAIIMOHHBIMHU CETSIMU, B TOM YHUCJIE C MH()OPMAIIMOHHBIMU CUCTEMaMHU
YIOJIHOMOYEHHOTO JIMIlA, & TAaKXe NP MPUMEHEHUU BBIYUCIUTEIIBHBIX PECYpPCOB
(MoIHOCTEH), MPEAOCTABIIEMBIX YIIOJIHOMOYEHHBIM JIMIIOM I 00pabOTKH
uH(pOpMAITIH.

Pe3ynbTaThl MIPOEKTUPOBAHUS CUCTEMBI 3aIIUTHI uHbOpMaIIH
MH(GOPMAIIMOHHON CHCTEMBl OTPAKAIOTCA B MPOEKTHOW JOKYMEHTalMH (ICKU3HOM
(TeXHUYECKOM) MPOCKTe W (WIK) B pabodvell TOKyMEHTAlnu) Ha WHPOPMAIIHOHHYIO
cucteMy (cuctemy  3amuThl  MHQOpManUU ~ WHOOPMAIMOHHOW  CUCTEMBI),
paspabareiBaeMbix ¢ yderom ['OCT 34.201 «MudopmanroHnHass TEXHOJOTHS.
Kommuieke ctangapToB Ha aBTOMAaTU3UPOBAHHBIE CUCTEMBL. BHUIbI, KOMIIJIEKTHOCTh U
0003HaYeHUE JOKYMEHTOB IPHU CO3JaHHHM aBTOMAaTHU3UPOBAHHBIX CUCTEM» (Ianee —
I'OCT 34.201).

[IpoexTHas qOKyMeHTAIMs HA HHOOPMAITMOHHYIO CUCTEMY U (UJTH) €€ CUCTEMY
3amuThl UHOOPMAIIMHU TIOJIEKAT COTJIACOBAHUIO C OMEpPaTopoM HHOOPMAIMOHHON
CUCTEMbl B CIly4ae, €CJId OH OINpEeIeJeH TAaKOBBIM B COOTBETCTBUU C
3akoHOomaresnbCcTBOM  Poccuiickorn  @enmepanu K =~ MOMEHTY — OKOHYaHUS
MIPOCKTUPOBAHUS CUCTEMBI 3aIIUTHI WHGOPMAIMN WHOOPMAITMOHHONW CHUCTEMBI M HE
SBIIETCS 3aKa3YMKOM JIaHHON MH(GOPMAIIMOHHON CUCTEMBI.

[Ipu  oTcyTcTBMM  HEOOXOJMMBIX  CpPEACTB  3alIUThl  WH(OPMAIINH,
CepTU(UIIMPOBAHHBIX ~HAa  COOTBETCTBHE  TPEOOBAaHMAM IO  OC30MAaCHOCTH
uH(pOpMaIK, OpraHu3yeTcst pa3padoTka (mopaboTka) CpeACTB 3aIUTH HHPOPMAITUH
1 UX cepTuduKamms B COOTBETCTBUH C 3aKOHOIATEILCTBOM Poccuiickoit deneparun
WM TPOU3BOAUTCS KOPPEKTUPOBKA TMPOCKTHBIX pEHICHUH M0 WHGOPMAIMOHHON
cucteMe W (WIM) ee CUCTeME 3allUThl WHPOPMAIHMHA C Y9eTOM (YHKIIMOHAITBHBIX
BO3MOKHOCTEHM UMEIOIIUXCSl CePTU(UIIMPOBAHHBIX CPEJICTB 3aLIUTHI HHPOPMAITUH.

15.2. Pa3paboTka SKCIUTyaTallMOHHOW JOKYMEHTAIlMM Ha CHUCTEMY 3allluThl
uHpopMan UHGOPMALIMOHHONW CHUCTEMBI OCYIIECTBISIETCSI B COOTBETCTBUU C
TEXHUYECKUM 33JJaHHMEeM Ha Cco3JaHue UH(OOPMALMOHHOW CHUCTEMbl U (WJIM)



TEXHUYECKUM 3aJaHuEeM (YaCTHBIM TEXHHYECKHUM 3a/laHHE€M) Ha CO3/JaHHE CHUCTEMBI
3alUThl HHPOpPMaKUK HHOOPMAITMOHHOW CHUCTEMBI.

OKcrulyaTallMOHHAs JOKYMEHTallMsl Ha CHUCTEMY 3allMThl HUH(pOpMaIu
nH(popMalMoOHHON cucTembl pazpadarbiBaerca ¢ ydetom ['OCT 34.601, T'OCT
34.201 u I'OCT P 51624 u nomxHa B TOM YHCIIE€ COIEPKATh ONKUCAHUE !

CTPYKTYpPBI CUCTEMBI 3aLIUTHI HH()OPMALMU HH()OPMAIMOHHON CUCTEMBI;

COCTaBa, MECT YCTAaHOBKH, IAPAMETPOB U MOPSAJIKA HACTPOMKU CPEACTB 3aLUTHI
uH(pOpMaIK, TPOrPAMMHOI0 00ECIIEUEHUS U TEXHUYECKUX CPEJICTB;

OpaBWI JKCIUTyaTallUM CUCTEMbI 3alIUThl MHPOPMALMH HHPOPMALUOHHOM
CUCTEMBI.

15.3. [Ipy MakeTUpOBAaHWU U TECTUPOBAHMM CUCTEMbI 3aLIUTHl MHPOpPMaLIUU
MH(GOPMAIIMIOHHON CUCTEMBI B TOM YHCJI€ OCYIIECTBIISIOTCS:

npoBepka pabOTOCIOCOOHOCTM W COBMECTUMOCTH BBIOPAHHBIX CPEACTB
3amuThl MHQOpMauu ¢ WHGOPMAIIMOHHBIMU TEXHOJOTHMSMU U TEXHUYECKUMU
CpeaCTBaMy;

IIPOBEpPKA BBHITIOJIHEHUS BBIOPAHHBIMU CPEACTBAMHU 3alIUThl MHGOPMAIIH
TpeOOBaHUM K cUCTeME 3alIUThl HHGOpMaIuu HHHOPMAIIMOHHON CUCTEMBI,

KOPPEKTUPOBKA TMPOEKTHBIX PpEIICHUH, pa3paOOTaHHBIX TMpPU CO3JAHUU
UHOPMAIIMOHHON  cucTeMbl W (WIM)  CHUCTEMBl  3alIUThl  MHGMOpMAIH
MH(GOPMAIIMIOHHON CHCTEMBI;

KOPPEKTUPOBKA MPOEKTHOW U 3KCITyaTallHOHHOM JOKYMEHTAllUM Ha CHUCTEMY
3alUThl THPOpMALUK HHYOPMALIMOHHONW CUCTEMBI.

MaxkeTupoBaHue CUCTEMBI 3allUThl HHPOpMAUU UHPOPMALIMOHHON CUCTEMBI
U €€ TECTUPOBAHHE MOXKET MPOBOJUTHCSA B TOM YHCJIE C UCIOJIB30BAaHUEM CPEICTB U
METOJIOB MOJICIMPOBAaHUS NH(POPMALIMOHHBIX CUCTEM M TEXHOJIOTUI BUPTyaJIU3alHH.

BHenpeHnune cuctemsl 3auThl HHGOpMAIIH
UH()OPMAIIMOHHON CHUCTEMBI

16. BHenpenue cucrteMbl 3amuThl MHOOpMAMK HHPOPMAITMOHHON CHCTEMBI
opranmsyetcs o0anaresieM HHGOPMaIUH (3aKa34uKOM ).

Buenpenue cuctembl 3ammthl UHGOpMAMU WHGOPMAIMOHHONW CHUCTEMBI
OCYIIECTBIIAETCSI B  COOTBETCTBHUM C  IPOEKTHOM W IKCIUIyaTallUOHHOU
JOKYMEHTAIMEeH Ha CUCTEMY 3aIlUThl HHGOpMAIMK MHGOPMAIIMOHHON CUCTEMBI U B
TOM YHKCJIE BKIIOYACT:

YCTAaHOBKY W HACTPOWKY CPEICTB 3alIuThl WH(MOpPMAIMU B WH(POPMAITMOHHOM
CUCTEME;

pa3paboOTKy  JOKYMEHTOB, OIpPEACHAIONINX TpaBWiIa ©  MPOIEAYPHI,
peanm3yeMble  OMEpaTopoM  JJsi  OoOecrledeHus  3aimuThl  HHPOpMAlUd B
WH()OPMAITMOHHONW CHUCTEME B XOJE €€ DKCIUTyaTanuu (Jajee — OpraHu3aIrOHHO-
pactopsIuTEbHBIC TOKYMEHTHI 110 3alTUTe WH(HOPMAIIHIH);

BHEJIPCHHE OPTaHU3AIMOHHBIX MEP 3alTUThI HH(POpMAITUH,

MpeIBapUTEIHLHBIC WCTIBITAaHUS CUCTEMBI 3aIUTHI nHpopmaruu
MH()OPMALIMOHHON CUCTEMBI,



OMBITHYIO IKCIUTyaTallUI0 CHUCTEMbI 3alIUThl UHMOpManuu MHGHOPMAIMOHHON
CUCTEMBI;

aHanmu3 ysI3BUMOCTEH MHGPOPMAIMOHHONW CUCTEMBI U MPUHSATUE MEp 3allUTh
nH(pOpMAINK TIO UX YCTPaHEHUIO;

MPUEMOYHBIC HCIBITAHUS CUCTEMBI 3alIUThl UHGOpMAIUU UHGOPMALIMOHHON
CUCTEMBI.

K BHenmpenuto cucreMsbl 3amuThl MHGOpMaMK WHOOPMALMOHHONW CHUCTEMBI
MIPUBJIEKACTCS OrNepaTop MHGOOPMAIIMOHHOW CUCTEMBI B Cllydae, €CJIU OH ONpeIesicH
TAaKOBBIM B COOTBETCTBHUU C 3aKOHOAATEIbCTBOM Poccuiickoii denepany K MOMEHTY
BHEJIPEHUS CHUCTEMbl 3allUThl HHGOpPMAUM WHOOPMAIIMOHHOM CHUCTEMBI M HE
SIBJISIETCSI 3aKa3YMKOM JIaHHOW UH(POPMAITMOHHON CUCTEMBI.

16.1. YcranoBka W  HacTpoika CpeICTB  3allUuThl MH(OpMAUU B
WHOOPMAIIMOHHONW  CHUCTEME  JIOJDKHA  TNPOBOJUTHCS B COOTBETCTBUU  C
AKCIUTyaTallUOHHOW  JIOKYMEHTaIlued Ha  CHCTeMYy  3alluThl  WHGOpMalHH
MH()OPMAIIMOHHON CUCTEMBI M JIOKYMEHTAIIMEH Ha CPEICTBA 3aIUThl HHPOpMAIIIH.

16.2. PazpabaTeiBaeMble OpPraHU3aMOHHO-PACTIOPSIUTEIBHBIEC JOKYMEHTHI 1O
3ammuTe HHGOPMAIIUU JTOJDKHBI ONTPEACIISITh TTPaBUJIa U MPOIEAYPHI:

ynpaBieHuss  (aAMUHHCTPUPOBAHMS) CHUCTEMOW  3alMUThl  WH(pOpMaIuu
UH()OPMAIIMOHHON CUCTEMBI,

BBISIBJICHUSI MHIIUJIGHTOB (OJHOTO COOBITHSI WM TPYIIbI COOBITHI), KOTOPBIC
MOTYT MPHUBECTU K COOSIM HIJIM HApYIICHUIO (PYHKIIMOHHPOBAaHUSA MHGOPMAIIMOHHON
cucteMbl M (WJIM) K BO3HUKHOBEHHIO Yrpo3 0e30MmacHOCTH HWHMOpMAaIuu
(manmee — MHIIMJICHTHI ), U pEarupoBaHUs HA HUX;

yIpaBlieHus KOHQPUTypalueld aTTeCTOBAaHHOW HMH(OPMAIMOHHOW CHCTEMBI U
CUCTEMBI 3alIUTHl HHGOPMALIMK UHPOPMALIMOHHON CHCTEMBI;

KOHTPOJS (MOHHUTOpHMHTra) 3a OOECIeYEeHUEM YPOBHS  3alUIICHHOCTH
uHdopManuH, cosepxkaiieics B ”HGOPMAIIMOHHON CUCTEME;

3amuThl MHGOPMAIMK TPH BBIBOJE U3 JKCIUTyaTallud HHQPOPMAIMOHHON
CHUCTEMBI WJIU TIOCJIC TIPUHATHUS PENICHUs 00 OKOHYaHUN 00paboTKu MH(MOPMAIIUH.

16.3. [lpy BHeApEHWM OPraHU3AIMOHHBIX MeEp 3alluThl  HWHGOPMAIUU
OCYILIECTBIISIFOTCS :

peanu3aiusl MpaBUJl pa3rpaHUUYEHHUs] [OCTyINa, PErIAMEHTUPYIONIUX MpaBa
J0cTyna CyObEKTOB JOCTyMma K OOBEKTaM JOCTyNa, W BBEICHHE OTPAaHUYCHHUI Ha
JNEUCTBUA NOJIB30BATEIICH, @ TAKKE HA N3MEHEHHE YCIOBUU 3KCILUTyaTalliyd, COCTaBa 1
KOH(UTYypalui TEXHUIECKUX CPEJICTB U MMPOTPAMMHOTO 00€CTICUeHNS;

IpOBEpPKAa TMOJHOTHI M  JETaJbHOCTH OINHUCAHWS B  OpPraHU3aIlMOHHO-
pacTopsAIUTENBHBIX TOKYMEHTAX MO 3aluTe WHOOPMAIUN TeWCTBUM MOJIH30BATEICH
1 aJIMUHUCTPATOPOB MHPOPMAIMOHHON CUCTEMBI MO peain3allii OpraHu3alMOHHBIX
Mep 3aluThl HHpOpMaIuy;

oTpaboTKa ACHUCTBUHN MOIKHOCTHBIX JIMI] U MOPA3ACIICHAN, OTBETCTBCHHBIX 32
peanu3aiuio Mep 3alluThl HHPOPMAIUU.

16.4. [IpenBapuTenbHbIC  WCIBITAHUS CUCTEMBI  3aIIUTHl  WHPOPMAIUU
uHpopMalimonHot  cuctembl  npoBogarcss ¢ ydetom  ['OCT  34.603
«MadpopmanonHas TeXHOJIOTHs. BUIbI MCTIBITAHWI aBTOMATH3UPOBAHHBIX CHCTEM)
(manee — I'OCT 34.603) m BKIIOYAIOT TPOBEPKY PabOTOCTIOCOOHOCTH CHCTEMBI



3aluThl UH(pOpMauuu MH(OPMAIITMOHHONW CHUCTEMBI, a TaK)K€ MPHUHITHE PELICHUS O
BO3MOXXHOCTH  ONBITHOM  AKCIUTyaTallMM  CHUCTEMBbl  3alllUThl  MHQOpMaUuu
MH(OPMAIMOHHON CUCTEMBI.

16.5. OnbrTHas DKCIUTyaTalus CUCTEMBI 3aIHATHI uH(popMaIu
uHpopmarmonHon cucrteMbl mnpoBoautca ¢ ydyerom ['OCT 34.603 u BritoyaeT
MPOBEPKY (YHKIMOHUPOBAHUS CUCTEMBI 3allUThl MH(POpMauu UHOOPMAIMOHHON
CUCTEMBI, B TOM UYHCJE pPEATM30BAHHBIX MEp 3allUThl MHPOPMALMHU, a TaKKe
TOTOBHOCTH TOJIb30BaTeNed U aJMUHUCTPATOPOB K AKCIUTyaTallud CUCTEMBbI 3aLIUThI
uH(popMaIi HHPOPMALIMOHHON CUCTEMBI.

16.6. Ananu3 ys3BUMOCTEN MH(POPMALMOHHOW CUCTEMBI IPOBOJIUTCS B LEIAX
OLICHKH BO3MO>KHOCTH TPEOJOJCHHUS HAPYIIMTEIEM CHCTEMbI 3alllUThl MHPOpMaLUU
MH(GOPMAIIMOHHON CHCTEMbl M TMpPEJOTBpalleHUs peanu3aluu yrpo3 0e30MacHOCTU
uH(pOpMaIIH.

Ananu3 ys3BUMOCTeH HH(DOPMALMOHHOM CHUCTEMBI BKJIIOYAET AaHAJIU3
ySI3BUMOCTEH  CPEICTB  3allUThl  MHPOPMAIMM, TEXHUYECKUX CPEACTB U
IPOrpaMMHOro obecniedeH sl THPOPMAIIMOHHON CUCTEMBI.

[Ipu ananuze ysA3BUMOCTEH HMHQPOPMAIIMOHHON CHCTEMBI IPOBEPSETCS
OTCYTCTBUE M3BECTHBIX YS3BUMOCTEH CpEJCTB 3alUThl MH(DOpPMAIUU, TEXHUYECKUX
CPEICTB M NIPOrPaMMHOr0 OOECHe4YeHHs, B TOM 4YHCJI€ C Yy4eTOM HH(OpMalUH,
UMEIoIEeNcs Yy pa3padOTUYMKOB M TMOJYYEHHOM U3 JIPYyrux OOIIETOCTYITHBIX
UCTOYHUKOB, MPAaBUJIBHOCTh YCTAHOBKHU M HACTPOMKH CPEJICTB 3AIIUTHl MHPOPMAIIUH,
TEXHUYECKUX CPEACTB M IPOrpaMMHOr0 OOecredyeHus, a TakKe KOPPEKTHOCTh
paboThl CpeACTB 3alUThl HHGOPMAIIMKM TMPU UX B3aUMOJEHUCTBUHM C TEXHUYECKUMHU
CpEIICTBAMH U NMPOTPAMMHBIM 00€CIIEYEHUEM.

B cnyyae BbIsiBIIeHHS ySI3BUMOCTEH MH(GOPMAITMOHHON CHUCTEMBI, TPUBOIAIINX
K BOBHUKHOBEHUIO TOTIOJHUTEIBHBIX YTPO3 0€301MacCHOCTH UH(OPMAIUH, TPOBOIUTCS
YTOYHEHHE MOJICIM yIrpo3 0Oe30macHOCTH HWH(poOpMamuu W TpH HEOOXOIUMOCTH
NPUHUMAIOTCS JTOMOJHUTEIBHBIE MEPHI 3alIUThl MHGOPMAIIMK, HAIPAaBJICHHBIC Ha
YCTpAaHEHHE BBISBICHHBIX  YA3BUMOCTEH WM  HCKIIOYAIONIME BO3MOXHOCTD
UCIIOJIb30BaHUS HAPYIITUTEIEM BBISBICHHBIX YSI3BUMOCTEH.

16.7. Ilpuemounsie UCITBITAaHUS CUCTEMBI 3aIUTHI uHpOopMaluu
uHpopmarmonHor cucrteMbl mpoBoAsaTcs ¢ yderom ['OCT 34.603 u BKIIOYAIOT
NPOBEPKY  BBINOJHEHUS TpeOOBaHUM K  CHCTEME 3aluThl  HH(poOpManuu
MH(POPMAIIMOHHON CUCTEMBI B COOTBETCTBUM C TEXHUYECKHM 3a/laHUEM Ha CO3JaHUE
WHOOPMAITMOHHOW CHCTEeMBbl W (WJIM) TEXHUYECKUM 3aJaHueM  (YaCTHBIM
TEXHUYECKUM  3aJaHHEM) Ha CO3JaHWe CHUCTeMBbl 3alluThl  HMH(pOpManuu
WH()OPMAITMOHHON CUCTEMBI.

ATtTecTarus nHOOPMAITMOHHON CUCTEMBI M BBOJI €€ B JICHICTBHE

17. Arrectanus uHGOPMAIMOHHOM CHUCTEMBI OpraHusyercsi oOJajgarenaemM
nHpopManuK (3aKa3uuKoOM) WIM OMEPATOPOM M BKJIIOYAET MPOBEICHHUE KOMILIEKCa
OpPraHU3aIMOHHBIX U TEXHUYECKUX MEPONPUATUN (ATTECTALlMOHHBIX UCIBITAHUN), B
pe3yibTaTe KOTOPBIX MOATBEPKAAETCS COOTBETCTBUE CUCTEMBI 3aIIUTHl UHPOPMAIIUU
MH()OPMALIMOHHOM CUCTEMBI HACTOSIUM TpeboBaHUsIM.



17.1. B kadecTBe MCXOOHBIX JAHHBIX, HEOOXOAMMBIX JJII aTTECTALlUU
MH()OPMAIIMOHHOW  CUCTEMBI, HCIOJB3YIOTCA MOJEIb yrpo3 0e30macHOCTU
uH(popMaly, aKT KiIacCUPUKAUUM HWH(POPMALMOHHOW CHUCTEMBI, TEXHUYECKOE
3a/laHie Ha CO3/aHHe MH(POPMALMOHHON CHCTEMBbl M (MJIM) TEXHUYECKOE 3aJaHHe
(uacTHOE TEXHHUYECKOE 3aJaHME€) Ha CO3JaHUEe CHCTEMbl 3alllUThl HH(OpMaLUU
MH(OPMAIIMOHHONW CHUCTEMBI, MPOEKTHAass M JKCIUTyaTallMOHHAs JOKyMEHTAlUsl Ha
CUCTEMY 3aluThl MH(OpManuu HHGOPMAIMOHHON CHCTEMbI, OpraHU3alMOHHO-
pacnopsauTeNbHbIe JAOKYMEHTHl MO 3alluTe HHPOpPMAaLUH, Pe3yNbTaThl aHaIU3a
ysI3BUMOCTE  MHGOPMAIIMOHHOM CHUCTEMBI, MaTepHalbl NPEIBAPUTEIbHBIX U
NPUEMOYHBIX UCIBITAHUM CHUCTEMBI 3aliuThl HUHGOpPMANMKU WH(POPMAIIMOHHOM
CUCTEMBI, a TaKXe WHbIe JIOKYMEHTbI, pa3pabaTbiBaeMble B COOTBETCTBUHU C
HacToAIKUMU TpeOOBaHUSIMU.

17.2. Arrectanus nHGOPMAMOHHOM CHUCTEMBI MPOBOAMUTCS B COOTBETCTBUU C
OpOrpaMMOl M METOAMKAMHU aTTECTAlMOHHBIX HCHBITAHWM A0 Hayana oO0paboTKu
uHOpMaIK, MOoAJIekKaIIel 3amuTe B nHGopMamoHHou cucteme. [ mpoBeneHus
aTTecTaliii MHGOPMAIIMOHHON CHCTEMbI TPUMEHSIOTCS HAIMOHAJIBHBIE CTAHJAPTHI, a
TaK)K€ METOJIMYECKHUE JOKYMEHTHI, pa3paboranHbie U yTBepxkaeHHble PCTIK
Poccuu B coorBercTBuM ¢ noanyHkToM 4 myHkrta 8 Ilonoxenus o denepanbHOU
ciy’)k0€ IO TEeXHMYECKOMY M JKCHOPTHOMY KOHTPOJIIO, YTBEPKIACHHOIO ¥YKa3zoMm
[Ipe3unenta Poccuiickoit @enepanuu ot 16 asrycrta 2004 r. Ne 1085.

[lo pe3ynpTaTam aTTECTALIMOHHBIX HCIBITAHUNH OQPOPMIISIOTCS TPOTOKOJIBI
aTTECTAIMOHHBIX HCIBITAHWUN, 3aKIIOYEHHE O COOTBETCTBUHM HWH(OpPMAIMOHHON
CUCTEMBI TPEOOBAaHUSAM O 3allUTEe MHPOPMAIMU U aTTECTAaT COOTBETCTBHUS B Cllydae
MOJIOKUTENLHBIX PE3YIbTATOB aTTECTAIMOHHBIX UCTIBITAHUH.

17.3. lonmyckaerca artectanusi WHGOPMAIMOHHOW CHUCTEMBI Ha OCHOBE
pPE3yNIbTATOB  ATTECTAIIMOHHBIX HWCHBITAHWA BBIIENIEHHOTO Habopa CErMeHTOB
MHOOPMAIIMOHHOW CHCTEMBI, PEATM3YIOMIUX TIOJHYK0 TEXHOJIOTHIO 00paboTKH
uHbOopMaIHH.

B »atoM cnydae pacnpocTpaHeHHE arTectara COOTBETCTBHS Ha JIpyrue
CErMEHThl HMH()OPMAIMOHHOM CHCTEMBI OCYIIECTBISICTCS TIPU  yCIOBUU HX
COOTBETCTBUS CEerMEeHTaM UH(POPMAIIMOHHOM CUCTEMBI, MPOILIEIIIUM
aTTECTAllMOHHBIE UCTIBITAHUS.

CerMeHT cyuTaeTCs COOTBETCTBYIOLIMM  CEIMEHTY  HH(OpMalUOHHON
CUCTEMBI, B OTHOILIIEHUU KOTOPOTO OBLIU TMPOBEJEHBI aTTECTAIMOHHBIC HCIIBITAHUS,
€CJIM JJIs1 YKa3aHHBIX CETMEHTOB YCTAHOBJICHBI OJIMHAKOBBIE KJIACCHI 3aIIUIIIEHHOCTH,
yrpo3sl 0€30MacHOCTH HMH(OpPMAIMHM, peaIr30BaHbl OJWHAKOBBIE IMPOECKTHBIC
pelieHus mo HHGOPMALIMOHHON CUCTEME U €€ CUCTEME 3alUThl HHPOpMAIUH.

CooTBETCTBME CErMEHTa, Ha KOTOPBIM  paclHpoCTpaHsAETCs  aTTecTar
COOTBETCTBHSI, CETMEHTY MH(POPMAIITMOHHON CHCTEMBI, B OTHOIIEHUU KOTOPOTO OBLIU
MPOBEJEHBI ATTECTAI[MOHHBIE HMCIBITAHUS, MOATBEPXKAAETCS B XOJI€ MPUEMOYHBIX
UCIBITAHUM MH(OPMALMOHHOW CHUCTEMbl WJIM CETMEHTOB HH()OPMALIMOHHOM
CUCTEMBI.

B cermenTax HMH()OpPMAUMOHHOW CHUCTEMBI, Ha KOTOPBIE PAaCHpPOCTPAHSIETCS
aTTecTaT COOTBETCTBUSI, OIepaTopoM oOecrieunBaercs coOroieHue
AKCIUTYaTallUOHHOW  JOKYMEHTAallMh Ha  CHCTeMYy  3aluThl  MHGOpMaLUU



MH(OPMAIMOHHON CUCTEMBI U OPTaHU3aLMOHHO-PACIOPAIUTEIbHBIX TOKYMEHTOB 110
3amuTe HHGOPMAIIUU.

Oco0eHHOCTH aTTecTallMi HHPOPMALIMOHHON CUCTEMBI Ha OCHOBE PE3YJIbTATOB
aTTECTALIMOHHBIX UCIBITAHUI BBIJEICHHOr0 HabOpa €€ CErMEHTOB, a TAaKXKE yCIOBUS
U TOPSIOK PACIPOCTPAHEHHUs aTTecTara COOTBETCTBHUS Ha JIPYTHE CETMEHTHI
MH()OPMAIIMOHHOW  CUCTEMBI  ONpPENENSAIOTCS B MporpaMMe U METOJUKax
aTTECTALIMOHHBIX UCTIBITAHUH, 3aKIIFOYEHUH U aTTECTAaTE COOTBETCTBHUS.

17.4. TIloBTopHas arrectanusi UHPOPMALMOHHOW CHUCTEMBI OCYUIECTBISETCS B
Clly4ae OKOHYAHHUS CpOKa JEHCTBHUS aTTeCTaTa COOTBETCTBUS MJIM MOBBILIEHUS Kilacca
3alMIIEHHOCTH WH(GOpPMAIlMOHHONW cucTembl. [lpu yBeaumvyeHun cocTaBa yYrpo3
0e30macHOCTH MUH(OPMALIMU WU U3MEHEHUS! MPOEKTHBIX PELICHUN, peaqrn30BaHHBIX
OpU CO3JaHUM CHCTEMbl 3alllUThl HH(OpMAUU HHOOPMAIMOHHOW CHCTEMBI,
OPOBOASTCS  JOTOJHUTENbHBIE  aTTECTAllUOHHBIE  UCHBITAHUS B paMKax
JEMCTBYIOLIETO aTTECTaTa COOTBETCTBHUS.

17.5. Beog B peiictBue WHOOPMAIMOHHOM CHUCTEMBI OCYIIECTBISECTCS B
COOTBETCTBHM C 3aKOHOJATeNbCTBOM Poccuiickoit ®enepannn o6 uHopmaiuwy,
MH(GOPMAIIMOHHBIX TEXHOJOTUAX U 0 3amuTe nHpopmaimu u ¢ yuerom ['OCT 34.601
Y TIPU HAJIMYMH aTTeCTaTa COOTBETCTBUS.

O6ecrnieueHnue 3anuThl THGOPMAIIUU B XO€ IKCIUTyaTalluH
aTTECTOBAHHOU MH(POPMAITMOHHON CUCTEMBI

18. Obecneuenune 3amMThHl UHPOPMAIIUK B XOJI€ IKCIUTyaTallud aTTECTOBAHHOMN
MH(GOPMAIIMOHHON CHCTEMBbl OCYIIECTBJISIETCS OINEpaTOpPOM B COOTBETCTBUU C
AKCIUTyaTallMOHHOM  JOKyMEHTallMeil Ha CHUCTEMYy 3alluThl HUHpOpMaAlMU U
OpraHu3alMOHHO-PACTIOPSIIUTETLHBIMU IOKYMEHTAMU TI0 3alUTe HH(POPMAIUA U B
TOM YHCJIE BKIIOUACT:

yrpaBieHHe  (aIMHUHACTPUPOBAHUE) CHUCTEMOM  3allMThl  MH(OPMAIUH
UH()OPMAIIMOHHONU CHCTEMBI,

BBISIBJICHUE WHITUACHTOB M pearupoBaHre Ha HUX;

yIpaBiieHne KOHPUTypaIuei arTeCToBaHHON HH(POPMAITMOHHONW CUCTEMBI U €€
CUCTEMBI 3alIUTHl HHPOPMAIIHH,

KOHTPOJIb  (MOHUTOPUHI) 3a OOECIEYEHHUEM YypOBHSA  3allMIICHHOCTH
uH(pOpMaIK, CoaepKaIencs B HHPOPMAIIMOHHON CHCTEME.

18.1. B xonme ympaBineHus (aAMUHUCTPUPOBAHMSI) CHUCTEMOW  3aIllUTHI
uHbopmaIu HHHOPMAITMOHHON CUCTEMBI OCYIIECTBIISIOTCS :

3aBEJICHUE U YJAJCHUE YUYETHBIX 3aluCceil TMOJb30BaTeleH, yNpaBieHUE
MTOJITHOMOYHSMHE TI0JIb30BaTeNIeld HHPOPMAITMOHHOW CHCTEMBI U TMOACPKaHNE TIPABIIT
pasrpaHUYeHUs TOCTyIa B UHPOPMAITMOHHON CHCTEME;

yIpaBIIEHWE CPEICTBAMH 3aIUTHI HHPOpMAIUKA B WHOOPMAITMOHHOU CUCTEME,
B TOM UYHCII€ MapaMeTpaMH HACTPOWKH MPOTPAMMHOr0 OOECIEeUeHHUs, BKIIOYAst
MpOrpaMMHOE OO€CIIEUeHHE CPEACTB 3allUThl HHGOPMALUU, YIPABICHUE YYETHBIMU
3aMUCSAMH TMOJIb30BaTEIeH, BOCCTAHOBICHUE PAOOTOCIOCOOHOCTU CPENICTB 3aIUTHI
nH(popMalK, TeHEPAIUIO, CMEHY U BOCCTAHOBJIEHUE MapOJIeH;



YCTaHOBKA OOHOBJIEHUI MPOrpaMMHOI0 00€creueHus1, BKIItoYas MporpaMMHOE
oOecrieyeHue CpeAaCcTB 3alluThl MH(OpPMALMHU, BBIIYCKAEMBIX pPa3pabOoTUHMKaAMU
(MpOM3BOIUTENSIMHU) CPEICTB 3AUTH HHPOPMALIMH WU TI0 UX IOPYUEHHIO;

LEHTPAJIM30BAHHOE  YIPABICHHE  CUCTEMOM  3alMThl  HUHPOPMALMH
MH(OPMAIMOHHON CUCTEMBI (TP HEOOXOIUMOCTH);

perucrpanus U aHajau3 coObITHI B MH(OOPMALMOHHOW CHUCTEME, CBSI3aHHBIX C
3alUTON MH(pOpMAIUH (Jajiee - COOBITUS OE30MaCHOCTH);

uH(OpMUpOBaHKE TOJIB30BaTENIe 00 yrpo3ax 6e3omacHOCTH MHGOpMaLUU, O
MpaBWiIaX »dKCIUIyaTalldd CHUCTEMbl 3allUThl HMHGOpMaM UHOOPMAMOHHOU
CUCTEMBI U OT/ICJIbHBIX CPECTB 3alUThl UHPOPMALIMH, a TAKXKE UX 00yUEHUE;

COMPOBOX/ICHNE (PYHKIIMOHUPOBAHUS CHCTEMBI  3alIUTHl  WHGOpPMAIUU
MH(POPMAIIMOHHON CHUCTEMBI B XOJI€ €€ OSKCIUlyaTalliu, BKJIIOYas KOPPEKTHPOBKY
AKCITyaTallMOHHOM JOKYMEHTAI[MM Ha HEe M OpPraHU3allMOHHO-PACMIOPSAUTENbHBIX
JOKYMEHTOB I10 3a1lliTe HH()OpMaIUy;

18.2. B xoje BBIABICHUSA HWHIMJICHTOB W pEardpoBaHUs Ha  HHUX
OCYIIECTBIISIIOTCS :

ONpeJieieHHe  JIMI, OTBETCTBEHHBIX 34 BBISBICHUE HWHUUJCHTOB U
pearupoBaHue Ha HUX;

oOHapyXeHHe W WIACHTU(HKAIMS WHIMICHTOB, B TOM 4YHCJIE OTKa30B B
obcnyxuBannu, cb6oeB (mepe3arpy3ok) B paboTe TEXHUUYECKUX CPEJICTB,
IPOrpaMMHOI0 OOECIIEYeHHs] U CPEICTB 3alIUThl HH(POpPMAIIMK, HAPYIIEHU N TpaBUII
pasrpaHUyYeHUs JIOCTYyINa, HENPAaBOMEPHBIX JEHCTBUU MO cOopy wuHPOpMAIINH,
BHEJIPEHHUI BPEOHOCHBIX KOMIBIOTEPHBIX MPOrpaMM (BHPYCOB) M MHBIX COOBITHIA,
NPUBOJISAIIUX K BOBHUKHOBEHUIO HHIIUJEHTOB,;

CBOEBpPEMEHHOE€ WH(MOPMUPOBAHHE JUI, OTBETCTBEHHBIX 34 BBISIBICHHE
UHIUJACHTOB M pEarupoBaHWE€ HA HHUX, O BO3HUKHOBCHUU WHIUACHTOB B
MH(GOPMAIIMOHHON CUCTEME TIOJIb30BATENAMHU U aIMUHUCTPATOPAMU;

aHaNMM3 WHIMJCHTOB, B TOM YHUCJIE ONpEIEICHUE HCTOYHHKOB WU MPUUYUH
BO3HUKHOBEHUS MHIIUACHTOB, a TAK)KE OIEHKA UX TOCIECTBUM;

IUTAHUPOBAHUE U TIPUHSITHE MEP MO YCTPAHEHUIO MHIIUJECHTOB, B TOM YHUCJE TO
BOCCTAHOBJICHHIO MH(OPMAIIMOHHON CHCTEMBl U €€ CEerMEHTOB B Cily4yae OTKa3a B
o0CITy’)KMBaHMM WIM TOcJe cOOEB, YCTPAHEHUIO MOCIEACTBUI HapyLIEHHs MpaBHII
pasrpaHUYCHUs JIOCTYyIa, HEMPAaBOMEPHBIX JEHCTBUU 1O cOopy wuHOpMAIINH,
BHEJIPEHUSI BPEAOHOCHBIX KOMITBIOTEPHBIX MPOTpaMM (BUPYCOB) U WMHBIX COOBITHIA,
MPUBOANINX K BOSHUKHOBEHHUIO UHIIUJICHTOB;

IUIAaHUPOBAaHWE W TMPHUHATHE MEp MO MPEAOTBPAILECHUIO TOBTOPHOTO
BO3HUKHOBEHUS MHIIMJICHTOB.

18.3. B xone ympaBneHus KoHUTypalruend aTTeCTOBaHHON WH(OPMAIMOHHOM
CUCTEMBI M €€ CUCTEMBI 3alUThl HHPOPMAIH OCYIECTBISIIOTCS:

nojJepkanue KoHGUrypanuu HHPOPMAIIMOHHON CHUCTEMBI M €€ CHCTEMBI
3alUTBl  UHpOPMAIUU (CTpYKTYypBbI CUCTEMBl  3alllUThl  HUHPpOPMAIUU
MH(POPMAIMOHHON CHCTEMBI, COCTaBa, MECT YCTAaHOBKM M IMapaMeTPOB HACTPONKH
CPEICTB 3amIUThl WHGOpPMALMK, TPOrPAMMHOTO OOECHEYEHUS U TEeXHHUYECKUX
CPEICTB) B COOTBETCTBHH C SKCILTyaTallMOHHON JJOKYMEHTAIME Ha CHCTEMY 3aIlUThI



uHpopmanuu (noanepkanue 0a30Boi KOH(Urypanuu HHPOPMALUOHHON CUCTEMBI U
€€ CUCTEMBI 3aIlUThl HHPOPMAIUH);

OIpEJIENICHHE JIULI, KOTOPBIM pa3pelieHbl JeUCTBUS 0 BHECEHUIO U3MEHEHUH B
0a3o0Byl0 KoH(purypauuio HHGOOPMALUOHHOW CHUCTEMBI M €€ CHUCTEMbI 3allUTHI
uHpopmanuuy,

yOpaBieHUE M3MEHEHUsAMH 0a30BoMl  KoHuUrypanmuun HUHPOPMAIUMOHHON
CUCTEMBI M €€ CHUCTEMBbI 3allUThl MH(GOPMALMK, B TOM YHCIIE OIpEAeSIEHUE TUIIOB
BO3MOXHBIX U3MEHEHHMI 0a30BOM KOH(Urypauuu WHPOPMALMOHHON CHUCTEMBI U €€
CHUCTEMBI 3aluThl HMH(OpPMANMK, CAHKIHMOHUPOBAHWE BHECEHUS W3MEHEHUN B
0a30By10 KOH(pUrypanuio HHPOPMALMUOHHON CHUCTEMbI W €€ CHUCTEMbl 3al[UTh
UHpOpPMAINK, JOKYMEHTHPOBAaHUE JCHCTBUI MO BHECEHHIO M3MEHEHUH B 0a30BYIO
KOH(PUTYypanno WHOOPMAIIMOHHOW CUCTEMBI M €€ CHCTEMbI 3aIlIUThl HH()OpPMAIIIH,
COXpaHEHHE MAHHBIX 00 W3MEHEHHAX 0a30BOM KOHPHUTypanud HHOOPMAIMOHHOU
CHUCTEMBI M €€ CHUCTEMBI 3alIUThl MHPOPMAIUH, KOHTPOJIh NEHCTBUN 1O BHECEHUIO
M3MEHEHHI B 0a30BYI0 KOHQUrypamuio MHGHOPMAIIMOHHONW CUCTEMBI U €€ CUCTEMbI
3aIIUTHl KHPOPMAIIHH;

aHaIM3 TMOTEHIIMAIBHOTO BO3JCHCTBUS TUIAHHUPYEMBIX U3MEHEHUN B 0a30BOil
KOH(PUTYpaluu HHPOPMAITMOHHON CUCTEMBI U €€ CHCTEMBI 3alllUThl HHPOPMAIIUU Ha
oOecrieyeHue 3alUThl HMHPOpPMALMM, BO3HUKHOBEHHUE JOIMOJHHUTENBHBIX YIpo3
0e3omacHOCTU UHGpOPMAITUU U PAOOTOCIIOCOOHOCTh HH(DOPMAITMOHHOW CUCTEMBI;

OTIpeJIeNIeHHe apaMeTPOB HACTPOMKU MPOTPAMMHOI0 OOECredeH s, BKIIoYast
nporpaMMHOe  oOecriedeHue CpeAcTB  3alluThl  HH(OpMaluu, cocTaBa W
KOH(UTypallui TEXHUYECKUX CPEJICTB U MPOTPAMMHOI0 OOECredYeHHs 10 BHECEHUs
U3MEHEHHI B 0a30BYI0 KOH(UTrypamuio MHGOPMAIIMOHHONW CUCTEMBI U €€ CHCTEMBbI
3alUTHl HHPOPMALIUU;

BHeceHHe nHpoOpMaIuu (JIaHHBIX) 00 M3MEHEHUSIX B 0a30BOW KOH(MHTypaIuu
MHPOPMAIIMOHHOW  CHUCTEMBI M €€ CHCTeMbl 3aluThl  HUHpOpMaAnUu B
AKCIUTyaTallMOHHYI0  JOKYMEHTAIlMI0O Ha  CHUCTeMYy  3alllUuThl  HH(pOpMalUu
UH()OPMAIIMOHHON CHCTEMBI,

NPUHITHE PpEIIEHUs IO pe3yJabTaTaM yIOpaBieHHUs KOHQUTypanued o
MOBTOPHOM  aTTecTal  WHGOPMAIIMOHHOW  CHUCTEMBl  WJIM  TPOBEICHUU
JIOTIOTHUTENIBHBIX aTTeCTAlMOHHBIX UCTIBITAHU.

18.4.B xome KoHTpoJisi (MOHUTOpPHWHTA) 3a OOECIEYeHHEeM YpPOBHSA
3alUIIEHHOCTH HMH(QOpMAINK, coJepkalleiics B HMHPOPMAIMOHHOM CHCTEME,
OCYILIECTBIISIOTCS :

KOHTPOJIb 3a COOBITUAMU O€30MacHOCTH M JACWCTBUSMHU IOJIb30BaTele B
WH()OPMAITMOHHOW CUCTEME;

KOHTPOJb (aHanmM3) 3alUIICHHOCTH WH(POpPMAIUU, COAEpKamencs B
WH()OPMAITMOHHON CUCTEME;

aHanM3 ® OIeHKa (YHKIMOHUPOBAHMS CHCTEMBI 3alIUThl HHGOpMAINH
WHOOPMAITMOHHOW CHCTEMBI, BKJIIOYAas BBISBICHHWE, AaHAIM3 W YCTPaHCHHE
HEJIOCTaTKOB B (YHKIMOHUPOBAHUHM  CHUCTEMBl  3alIUTBl  WH(POPMAIHH
MH()OPMAIIMOHHON CUCTEMBI;

NEPUOANYECKUN aHalu3 W3MEHEHHUs Yrpo3 0e3omacHOCTH HWH(OpMalnuu B
MH(POPMAIIMOHHON CHCTEME, BO3HUKAIOIIUX B XOJ€ €€ IKCIUTyaTallud, W MPHUHITHE



Mep 3alluThl MH(OpMALUU B ClIy4yae BO3HUKHOBEHHS HOBBIX YIpo3 0€30MacHOCTH
uH(popMaImy;

JOKYMEHTHPOBAaHUE MPOLEAYpP M PE3YJIbTATOB KOHTPOJIA (MOHUTOPHMHIA) 3a
o0OecrieyeHueM  YpOBHS  3alMILEHHOCTH  HMH(POpMAlUM,  COJAEpXKallelcs B
MH(OPMAIMOHHON CUCTEME;

OPUHSATHE pEIIeHUs MO pe3yjbTaTaM KOHTpoJisi (MOHUTOPWUHra) 3a
oOecrieyeHreM YPOBHS 3alMIEHHOCTH WH(GOpMAIKU O A0padoTKe (MOIACPHU3AIMH)
CUCTEMBI 3alIUThl HH)OpMAMK HH)OPMATMOHHOW CUCTEMBI, IOBTOPHON aTTeCTallUU
MH(OPMAIIMOHHONW CHCTEMBbl WJIM TPOBEICHUM JOMOJHUTEIBHBIX aTTeCTAllMOHHBIX
VCTIBITAHUU.

Ob6ecnedenue 3amMThl THGOPMALIMK MPU BBIBOJIE U3 IKCIUTyaTalluu
aTTECTOBAHHOW MH()OPMAIIMOHHOM CHUCTEMBI WM MOCTE MPUHSITHS petieHus: 00
OKOHYAaHHUU 00pabOTKU MHPOPMALIUH

19. O6Gecrnieuenue 3amuThl WH(POpPMAMK TPU BBIBOJEC W3 OKCIUTyaTalluu
aTTECTOBAHHOW HMH()OPMAIIMOHHON CHUCTEMBl WU IIOCJIC TPHHITHS pPEIICHHS 00
OKOHYaHUH 00pabOTKM MH(OPMAIIUU OCYIICCTBIIICTCS OIEPATOPOM B COOTBETCTBUU
C DOKCIUTyaTallMOHHON JOKyMCHTAaIlMeli Ha CHCTEMY 3allluThl WH(OpMaIuu
MH(POPMAIIMOHHON CUCTEMBI U OPraHU3alMOHHO-PACTIOPSIUTEILHBIMU JIOKYMEHTAMHU
10 3aIIuTe HHPOPMAIIMU U B TOM YUCIIE BKIIIOYAET:

apXuBHpOBaHUE UH(GOPMAIINH, COAEPKaIEeHCs B UHPOPMAIIMOHHON CUCTEME;

YHUUTOKEHHE (CTHUpaHME) AHHBIX U OCTATOYHON MH(MOpMAIIUU C MAIIUHHBIX
Hocutene uwHbopManmu W (WIM) YHUYTOXKEHHE MAIIMHHBIX  HOCHUTENEH
uHdOpMaIHH.

19.1. ApxuBupoBanue wuHOpMaMK, cojiepkamieics B HHGOPMAITMOHHON
CUCTEME, JOJDKHO  OCYIIECTBISTbCA  NPH  HEOOXOJUMOCTH  JalIbHEUIIETro
UCIIOJIb30BaHMs UH(GOPMAIINH B ACSITEIILHOCTH OTEpaTopa.

19.2. Yuuutoxenue (CTUpaHHE) MaHHBIX W OCTATOYHOW HWHGpOpPMAIMU C
MAIIMHHBIX HOCHTENeH MH(OpPMAIIMU MPOU3BOJUTCS MPU HEOOXOAMMOCTHU TMepeaadn
MaIIUHHOTO HOCUTENS HMH(QOpMAllUd APYroMy TOJB30BATENI0 HHPOPMAIMOHHOM
CUCTEMBbl WJIM B CTOPOHHHME OpraHM3aluu Uil PEMOHTA, TEXHUYECKOTO
00CTy>KWBaHMSI WM JATbHEHIIIETO YHUUTOKECHHUS.

[Ipu BBIBOJE W3 OKCIUTyaTalldd MAIIMHHBIX HOCUTENeH wuH(opmanuu, Ha
KOTOPBIX OCYIIECTBIISIIUCH XpaHEHUE U 00paboTka MH(OpMAIUHU, OCYIIECTBISACTCS
duznueckoe yHUUTOKEHUE ITUX MAITUHHBIX HOCUTENeH HH(pOpMaIuu.

[1l. TpeboBanus k MepaM 3amUTH HHPOPMAIIUH, COACPIKAIICIHCS B
WH(GOPMAIIMOHHON CUCTEME

20. Opranu3anvoHHbIE ¥ TEXHUYECKHE MEphl 3alluThl  HHGOpPMAIIHIH,
peanuzyeMble B HWH()OPMAIMOHHOM CHUCTEME B paMKax €€ CHUCTEMbI 3alllUThl
nH(popMaIK, B 3aBUCUMOCTH OT yrpo3 0€30MacHOCTA MH(POPMALINH, UCTIONTB3YEMbIX
MH(MOPMALIMOHHBIX TEXHOJOTHUH M CTPYKTYPHO-(YHKIIMOHAIBHBIX XapaKTEPUCTUK
MH()OPMALIMOHHON CUCTEMBI TOJKHBI 00ECIeUnBAaTh:



UIACHTUPUKALMIO M ayTeHTU(PUKALHMIO CYOBEKTOB JOCTyna U OOBEKTOB
JOCTYTIa;

yIpaBJICHHUE JOCTYIIOM CyOBEKTOB IOCTYIA K 00BEKTaM JOCTYTIA;

OTpaHUYCHHE MPOTPAMMHOMN CPEJIbI;

3aIIATy MAIIMHHBIX HOCUTEJICH NHPOpMAIIHH;

perucTpaluio coObITHI OE30MaCHOCTH;

AHTUBUPYCHYIO 3aIlHTY;

oOHapyxeHue (IpeJoTBpallieHUue) BTOPKEHUH;

KOHTPOJIb (aHAJIN3) 3alUIIEHHOCTH UH(POPMAIIUK;

IIEJIOCTHOCTh HH(POPMAIIMOHHOHN CUCTEMBI U MH(DOpMAITUy;

JOCTYITHOCTh HH(OPMAIINH;

3aIUTY CPebl BUPTYATH3AINH;

3aIUTY TEXHUYECKUX CPEJICTB;

3alUTy WHPOPMAIIMOHHON CHCTEMBI, €€ CPEJICTB, CHCTEM CBS3U W Tepeaadu
JTaHHBIX.

CocraB Mep 3amuThl UWHPOpMAMU © WX Oa3oBble HAOOPHI IS
COOTBETCTBYIOIINX KJIACCOB 3alTUIIICHHOCTH WH(OPMAIIMOHHBIX CUCTEM IPHUBEIACHBI
B IpIIOKeHUHU Ne 2 Kk HacTosmuM TpeOoBaHUSM.

20.1. Mepsl 10 MACHTUPUKALIUA W AyTEHTUPUKAUUU CYOBEKTOB JIOCTYyNa U
OOBEKTOB JOCTyNa JOJKHBI O0ecredYnBaTh MPUCBOCHHWE CYOBEKTaM H OOBEKTaM
J0CTylla YHUKAQJIBHOTO TMpHU3HAKa (MIEHTU(PHUKATOPA), CPABHEHUE MPEIBSIBISIEMOIO
cyOBbeKkTOM (00OBEKTOM) JocTyna HUIAeHTU(dUKATOpa C TMepeyHeM MPUCBOCHHBIX
UACHTU(PUKATOPOB, a TaKKe TMPOBEPKY NPHUHAMICKHOCTH CYOBEKTY (OOBEKTY)
J0CTyNa IPEIBBICHHOTO UM UACHTH(UKAaTOpa (TIOATBEPKICHHUE MOJIMHHOCTH ).

20.2. Mepsl 110 YIIPaBICHHUIO JOCTYIIOM CYOBEKTOB JOCTyma K OOBEKTam
J0CTymna JOJKHBI 00ECIIeYrBaTh YIPABJICHUE NIPaBaMU U MPUBUIIETUSIMU CYOBEKTOB
J0CTyIa, pa3TpaHUYCHHE JOCTyNna CyOBEKTOB JOCTyNa K OOBEKTaM JJOCTyma Ha
OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B HWH()OPMAIMOHHOW CHCTEME TpPaBHUII
pasrpaHHuCHUs [OCTyIa, a Takke O0OecrneurnBaTh KOHTPOJIb COONIOAEHUS ATHX
IPaBUIL

20.3. Mepsl 10 OTpaHUYEHUIO MPOTPAMMHON Cpeabl JODKHBI 00ecreuynBaTh
YCTAaHOBKY W (WJM) 3amyCcK TOJBKO pa3pelieHHOTO K HCIOJIb30BAaHUIO B
WHOOPMAIITMOHHOW  CHUCTEME TMPOTPAMMHOTO  OOECIEUEHUs] WM HUCKII0YaTh
BO3MOXXHOCTh YCTAHOBKM M (WMJIM) 3allyCcKa 3allpelleHHOr0 K HCIOJb30BaHUIO B
MH(OPMAITMOHHON CUCTEME TPOrPAMMHOTO O0eCIIeYeHUSI.

20.4. Mepsl TIO 3amMTe MAIIMHHBIX HOCUTENeW wuH(opManuu (cpencTBa
00paboTku (XpaHeHUs) HHPOPMAIIUH, CHEMHBIC MAITUHHBIC HOCUTEIN HH(POPMAIINHN)
JIOJKHBI UCKITI0OYATh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO JTOCTYIA K MAITMHHBIM
HOCHUTEIISIM M XpaHAIIEHCS Ha HUX WHGOpPMAIMHU, a TakKe HECAHKIIMOHUPOBAHHOE
MCITIOJIb30BaHUE CHEMHBIX MAITMHHBIX HOCUTENEH HH(MOpMAITIH.

20.5. Mepsl o peructpanuy COOBITHI O€30IaCHOCTH JIOHKHBI 00€CIICUMBATH
cOop, 3amuch, XpaHEHUE W 3aUTy HHPOPMALMU O COOBITUSAX OE30MaCHOCTU B
WHOOPMAITMOHHOW CHCTEME, a TaKXe BO3MOXKHOCTh TPOCMOTpa W aHaln3a
nH(OPMAITHN O TAKUX COOBITUSIX M pEarupOBAHKE HA HUX.



20.6. Mepsl 10 aHTUBUPYCHOM 3aIlIUTE JOJIKHBI 00eCreuyrnBaTh OOHAPYKEHUE B
MH(OPMAIIMOHHON CUCTEME KOMIIBIOTEPHBIX MpOorpamMm JHO0 MHOM KOMIIBIOTEPHOM
uH(popMaly, MpeAHA3HAYEHHOW [UIsi HECAaHKIMOHMPOBAHHOTO YHUYTOXKEHHS,
0JIoKUpOBaHUs, MOJU(UKAIIMK, KOMUPOBAHUS KOMIBIOTEPHON HHQOpMalUUU WA
HEWTpaJlM3allui CpeACTB 3allUThl HMH(OpMalUMU, a TakKe pearupoBaHUE Ha
oOHapy’KeHUE ITUX NMPOrpaMMm U uHGOpMauu.

20.7. Mepsl mo oOOHapyXeHUI0 (TIPEAOTBPAICHUIO) BTOPKEHHUM JOJKHBI
o0OecrieynBaTh  OOHapyXeHHUE  JACHCTBUH B  HMHPOPMALMOHHOW  CHCTEME,
HallpaBJICHHBIX HAa  MpeAHAMEPEHHBbIH  HECAHKIMOHUPOBAHHBIM  JOCTYN K
uH(pOpMaIINK, CHEelHATIbHbIE BO3EUCTBHUS HAa MHMOPMALUOHHYIO CUCTEMY U (WJIM)
UHGOpPMALIMIO B LIETSAX €€ JOOBbIBaHUS, YHUUTOKEHUS, UCKQKEHUSI U OJIOKMPOBAHUS
noctyna K uHopmaiuu, a Takke pearupoBaHue Ha 3TU JACHCTBUS.

20.8. Meppl MO KOHTPOJIO (aHAIU3y) 3allMUIIEHHOCTH HH(POPMALUU JIOJKHBI
oOecreynBaTh KOHTPOJIb YPOBHS 3alllMIIEHHOCTH WH(OpManuu, coaepxalieics B
MHPOPMAIIMOHHON CHUCTEME, TYyTeM MPOBEJICHUS MEpPONPUATHI 1O aHaJIU3y
3alUIIEHHOCTH UH(GOPMAIIMOHHON CHCTEMbl U TECTUPOBAHUIO €€ CHUCTEMBbI 3aIlUTHI
uH(pOpMAaIIIH.

20.9. Mepsl 1o 00€crnedyeHHI0 1EeTOCTHOCTH WH(GOPMAIIMOHHONW CHUCTEMBI U
uH(OpMaIINK JOHKHBI 00ecrieunBaTh 0OHapykeHHe (aKTOB HECAHKIIMOHUPOBAHHOTO
HapyIICHUS] LETOCTHOCTU HWHGOPMAIIMOHHOW CHCTEMbl M COZepKaulleics B Hew
UH(GOpPMAIINH, a TAKKE BO3MOKHOCTh BOCCTAHOBJICHUS MH(DOPMAIMOHHON CHCTEMBI U
cojieprKaienicsi B Hell MH(popMaIuu.

20.10. Meppl 1o  oOOecreueHHuI0 JOCTYNMHOCTH HWHGOPMAIUK  JTOJKHBI
oOecrieuynBaTh aBTOPU30BAHHBIN JOCTYM MOJIb30BaTeNeH, UMEIOIIUX IPaBa MO TAKOMY
nocTyny, K uHopmaiuu, coaepxaiieics B HHOOpMAIMOHHON crcTeMe, B IITaTHOM
pexuMe PyHKIIMOHUPOBAaHKS HH(DOPMAIIMOHHOW CHCTEMBI.

20.11. Mepsl 1O 3amuTe Cpeabl BHUPTyalIM3alMu JODKHBI HUCKIIOYaTh
HECaHKIIMOHUPOBAHHBINA MOCTYyn K WH(opMamuu, oOpabaThiBaeMOi B BUPTYaJbHOMU
UHPPACTPYKType, U K KOMIIOHEHTaM BHUPTYyaJIbHOW HH(PPACTPYKTYpHI, a TaKKe
BO3JICHICTBUE Ha WH(POPMAIMI0 U KOMIIOHEHTHI, B TOM YHCIE€ K CpEICTBaM
VIOPaBICHUS BUPTYAJIbHONH HMHPPACTPYKTYpPOH, MOHHTOPY BHUPTYAJIbHBIX MAIIHH
(TumepBU30pY), CUCTEME XpaHEHUS JAaHHBIX (BKJIIOYAs CUCTEMY XpaHeHusi o0pazoB
BUPTYyaJlbHOH WHQPACTPYKTYPHI), CETH TepeJadyd JaHHBIX Yepe3 DIIEMEHTBI
BUPTyaJlbHOW WK (U3NUECKo HWHEOPACTPYKTYPHI, TOCTEBBIM OIEPAIMOHHBIM
CUCTeMaM, BUPTYaJIbHBIM MallliHaM (KOHTEHHEpaM), CUCTEME M CETU PETUIMKAIUH,
TePMUHAIbHBIM M BUPTYAJIbHBIM YCTPOMCTBaM, a TakKXe CHCTEME pPE3epPBHOIO
KOIMPOBAHUS M CO3[JaBAEMBIM €10 KOTIHSIM.

20.12. Meppl 1O 3amuTe TEXHUYCCKHX CPEJACTB JIOKHBI  HCKITIOYATh
HECAaHKIMOHUPOBAHHBI JOCTYN K CTallMOHAPHBIM TEXHUYECKUM CPEICTBaM,
00pabaThIBAIOIINIM nHpopMamuio, cpeJscTBaMm, o0ecTICUNBAIOIIM
GyHKIHMOHUpOBaHUE HH(POPMAIMOHHON CUCTEMBI (Jlajee — CpeicTBa oOecredyeHus
(YHKIMOHUPOBAHUS), U B MOMEIICHHUS, B KOTOPHIX OHM MOCTOSHHO PACIIONIOXKEHBHI,
3alIUTY TEXHUYECKUX CPEACTB OT BHEIIHUX BO3ACHCTBUNA, a TaKXKe 3alluTy
uH(pOpMAaIK, IPEICTABICHHON B BUIC MH(G)OPMATHUBHBIX SJICKTPUICCKUX CUTHAIIOB U
bU3MYEeCKUX MOJIeH.



20.13. Mepbl no 3amure UHPOPMAIMOHHOW CHUCTEMbI, €€ CpPEJCTB, CUCTEM
CBS3M W TMepelauyd JaHHBIX JIOJDKHBI OOecreyuBaTh 3alluTy WH(pOpManuu mpu
B3aUMOJICHCTBUM HHGOPMAIIUOHHONW CHUCTEMbl WM €€ OTHEJbHBIX CErMEHTOB C
WHBIMHU uH(OPMaIIMOHHBIMU CHUCTeMaMu u nH(pOpMaIIMOHHO-
TEJICKOMMYHUKAIIMOHHBIMA ~ CETSMHU  MOCPEJICTBOM TMPUMEHEHUSI aAPXUTEKTYPHI
MH(QOPMAIIMOHHOM CHUCTEMBI, MPOCKTHBIX PEIICHUH 10 €€ CHUCTEeME 3allUThI
uH(pOpMaIK, HAMPaBIEHHbBIX Ha 00eCeUYeHre 3alUThl HHPOPMALIUH.

21. BeiOop Mep 3amuThl THGOPMALIMHK JIJISl UX peanu3aluy B UH(POpMaMOHHOM
CHUCTEME B paMKax €€ CUCTEMBI 3alUThl HH()OPMALIUK BKIIOYACT:

ompeneneHnne  0azoBoro  Habopa Mep 3amuThl  uHGOpPMAIUU IS
YCTAHOBJIEHHOTO  Kjacca  3allUIIEHHOCTH  HHQPOPMAIIMOHHOM  CHUCTEMBI B
COOTBETCTBUM ¢ 0a30BBIMU HabOpamMu Mep 3aliuThl UHPOPMAIIUU, TPUBEJACHHBIMU B
npwioxxeHuu Ne 2 k HacTosiuM TpeOoBaHuUsIM;

ajanTanuio 0a30BOro Habopa Mep 3aluThl MHPOpPMAIMU MPUMEHUTEIBHO K
CTPYKTYpHO-(DYHKIITMOHATBHBIM ~ XapaKTepPUCTHKaM HWH(OPMAIIUOHHONW  CHUCTEMBI,
UH()OPMaIIMOHHBIM TEeXHOJIOTHUSIM, OCOOCHHOCTSM (GyHKIIMOHUPOBAHUS
UH(POPMAIMOHHON CHUCTEMBI (B TOM YHCIIE MPEAyCMATPUBAOIIYIO HCKIIOYCHHUE W3
06a3zoBoro Habopa Mep 3anuThl UHOOPMAIIMK MEp, HEMOCPEACTBEHHO CBSI3aHHBIX C
UHOOPMAIIMOHHBIMA TEXHOJIOTUSMH, HE WCIOJb3yeMbIMU B HWH(OOPMAIIMOHHOU
CUCTEME, WJIM  CTPYKTYPHO-(YHKIIMOHAJIBHBIMU  XapaKTePUCTUKAMHU,  HE
CBOWCTBCHHBIMH HH(POPMAIIMOHHOHN CHCTEME);

YTOYHEHUE aJanTUPOBAaHHOTO 0a30BOro Habopa Mep 3amUThl MHGOPMAIMH C
y4e€TOM He€ BBIOpAaHHBIX paHee Mep 3aluThl HHPOPMALMK, TPUBEACHHBIX B
npuioxkeHnn Ne 2 k HacTosiiuM TpeOoBaHMSIM, B pe3yJbTaTe Yero OIMpeaesstoTcs
Mepbl 3aluThl MH(OpMaluu, obecrnedrBaroniie OJOKUpOBaHUE (HEUTpAIU3AIUIO)
BCEX yrpo3 0e30MacHOCTH HH(POpMAllMM, BKIIOUYEHHBIX B MOJEIb yrpo3
0e3omacHOCTH HH(pOpMAITNH;

JIOTIOJTHEHUE YTOYHEHHOTO aJanTHPOBAHHOTO 0a30BOro Habopa Mep 3alluThl
uHDopMaMK MepaMH, OOCCIEYMBAIOIIMMHU BBITIOJHEHUE TPEOOBAaHUN O 3aIIHUTE
UH(POpPMAIINK, YCTAHOBJICHHBIMA HWHBIMH HOPMATHBHBIMH TPABOBHIMU aKTaMHU B
oOnacTu 3ammThl MHGOPMAIIMK, B TOM YHCIE B OOJACTH 3aIIUTHl MEPCOHATBHBIX
JTAHHBIX.

st BeiOOpa Mep 3ammThl MHGOPMAIMKM 11 COOTBETCTBYIOIIETO Kjacca
3aMIUAIIEHHOCTH ~ WH(GOPMAIIMOHHONH  CHUCTEMBl  NPUMEHSIOTCA  METOJUYECKHE
JOKYMEHTBI, pa3pabotanubie u yTBepkaeHHbie ®CTIOK Poccum B cooTBeTCcTBHH C
noanyHkToM 4 myHkta 8 Ilonoxenuss o denepanbHON Clyx’0€ MO TEXHUUYECKOMY U
SKCIIOPTHOMY KOHTpPOJIIO, YTBEpPXKICHHOro Ykazom llpesunmenta Poccuiickoit
®enepanuu ot 16 aBrycra 2004 r. Ne 1085.

22. B nH(OpMaIMOHHON CHCTEME COOTBETCTBYIOIIETO KiIacca 3allUIIEHHOCTH
B paMKax €€ CHCTeMbl 3allUThl HHPOPMAIMH JOJDKHBI OBITh pEaTu30BaHBI MEPHI
3alUThl UH(POpPMAIUU, BBIOpAHHBIE B COOTBETCTBUU C MYHKTOM 21 HacTOsSIIIUX
TpeboBanuii u obOecneunBarole OJOKMpPOBaHME (HEWTpaTMU3alMI0) BCEX YIpo3
0e30macHOCTH UHPOpMAITUH.

I[Ipu sToM B WHGOOPMALMOHHOW CHCTEME [IOJKEH ObITb, KaK MHUHHUMYM,
peanu30oBaH aJanTHUPOBAHHBIM 0a30BbII HAOOp Mep 3amuThl WHQOpMAIUWH,



COOTBETCTBYIOLLIMI YCTAaHOBJIEHHOMY KJIAcCy 3alllMILEHHOCTH HWH(POPMALMOHHON
CUCTEMBI.

23. [Ipu HEBO3MOXKHOCTH peanu3aluyd B HHGOPMAIIMOHHON CUCTEME B paMKax
€e CHCTeMBbl 3amuThl HH(OpPMAIMK OTACTBHBIX BBHIOPAHHBIX MEp 3alIUTHI
nH(popMaIMK Ha dTanax ajgantainuu 6a30BOro Habopa Mep 3alUThl HHPOpMALIKY UITH
YTOYHEHUS! aJalTUPOBaHHOrO 0a30BOro Habopa Mep 3allUTbl MHPOPMALUU MOTYT
pa3zpabaTbiBaTbCcsl MHBbIE (KOMIIEHCHPYIOLIME) MEpbl  3alluThl  MH(MOpMaINH,
o0ecrieunBaroIue  aJeKBaTHOE  OJIOKUpOBaHME  (HEUTpalu3aluio)  yrpos
6e3omacHOCTU UH(OpMALUH.

B »stom cnydae B Xxoae pa3pabOTKM CHUCTEMbI 3alluThl HHMOpMaAIUU
MH(POPMAIIMOHHON CHCTEMBI JOJKHO OBITh NMPOBEAEHO OOOCHOBAHWE MPUMEHEHUS
KOMIICHCHPYIOIIUX Mep 3aIlUTHl HH)OPMAIIHH, a PH aTTECTAIIMOHHBIX UCIIBITAHUAX
OLICHEHA JOCTaTOYHOCTb M aJ€KBATHOCTb JIAHHBIX KOMIICHCHPYIOIIUX Mep IS
OJiokupoBaHUs (HEHTpanu3alum) yrpo3 6€30MacHOCTH HHPOPMALIUH.

24. Mepbl  3amuThl  MHGOpPMAIMM  BBIOMPAIOTCS U pPEANU3YIOTCS B
MH(POPMAIIMOHHON CHCTEME B paMKax €€ CHCTEMbI 3alIUThl HHPOPMALUUA C YUETOM
yrpo3 0e30MacHOCTH UHPOPMALIMU TPUMEHUTEIBHO KO BCEM O0BEKTaM U CyOBhEKTaM
J0CTyIa Ha armnapaTHOM, CHCTEMHOM, MPUKJIAHOM M CETEBOM YPOBHSX, B TOM YHUCIIE
B CpeJie BUPTyaJIU3allMi U O0JAYHbIX BBIYUCICHUI.

25. BeiOpaHHbIe U peanu30BaHHbIE B MH()OPMAIIMOHHOW CHCTEME B paMKax €e
CUCTEMBI 3aIIUTHl HHGOPMAIIMH MEPBI 3aIIUTHI UHPOPMAIIUU JOJIKHBI 00ECIIeYNBATh:

B MH(OpPMAIMOHHBIX cHUcTeMax | Kiacca 3allUIIEeHHOCTH — HEeUTpaIu3aluio
(6moxupoBaHue) yrpo3 0e30MacHOCTH HWH(OpMAIMH, CBA3aHHBIX C JACHCTBHIMU
HapYIIUTES C BBICOKUM MOTEHIIUATIOM;

B MH()OpPMAIMOHHBIX CHUCTEMaxX 2 Kiacca 3allUIIEHHOCTH — HEeUTpaIu3aluio
(6moxupoBaHue) yrpo3 0e30MmacHOCTH HWH(OpMaNWK, CBA3aHHBIX C JACHCTBHAMU
HAPYIIUTEINS C MOTEHIIMAIOM HE HUXKE CPEIIHETO;

B UWH(OpMaMOHHBIX cHUCTeMaX 3 W 4 KJIacCcoB 3alUIICHHOCTH —
HelTpanu3anuio (OJOKHpOBaHUE) yrpo3 Oe3omacHOCTH WHGPOPMAIUU, CBSA3aHHBIX C
JEHUCTBUSMU HAPYIIUTENS C HU3KUM TTOTEHITHAIOM.

[ToTeHMa HapyLIMTENIS ONPENENSETCS B XOAE€ OLEHKH €ro BO3MOXXHOCTEH,
MIPOBOIMMOI IIPU ONPEEIEHNU YTrpo3 0e30MacHOCTH HH(OPMALIMK B COOTBETCTBUU C
nyHKTOM 14.3 Hacrosmux TpeboBanwmii.

OnepatopoM MOKET OBbITh MPUHATO pEIIEHHE O TMPUMEHEHUU B
MH(POPMAIMOHHON CUCTEME COOTBETCTBYIOILETO KJIACCa 3alUIIEHHOCTH MEp 3alllUThI
uHpoOpMaIuy, OOECHEeUMBAIOIIUX 3allUTy OT Yrpo3 0e30MacHOCTH HH(}OopManuu,
peann3yeMbIX HapyIIuTesIeM ¢ 60Jee BBICOKUM MOTEHIIHAIOM.

26. Texauyeckne Mepbl 3amUThl WHOOPMAIUU PEATH3YIOTCS MOCPEICTBOM
NPUMEHEHUSI CPEACTB 3aIlIUThl MH(OPMALMK, UMEIOUIMX HE0OXoauMble (GYHKIUU
0e30MmacHOCTH.

B sTom cnydae B mH(pOpMalMOHHBIX cucTeMax | W 2 kjacca 3allUIIEHHOCTH
NPUMEHSIOTCS :

CpeICTBa BBIYUCINTEIHHON TEXHUKU HE HIDKE 5 Kiacca;

CHUCTEMbI OOHApy>KEHUs BTOPKEHHM W CPEICTBAa AHTUBUPYCHOM 3allUTHI HE
HIXKE 4 KJ1acca;



MEXCETEBbIE JKpaHbl HE HWXKE 3 Kjacca B CiIydae B3auMOJCUCTBUS
MH()OPMAIIMOHHON CUCTEMBI ¢ MH(POPMAITMOHHO-TEICKOMMYHUKAIIUOHHBIMU CETSIMU
MEXIYHAapOJIHOrO0 HMH(GOPMAIMOHHOIO OOMEHa M He HIke 4 Kiacca B clydae
OTCYTCTBHUSl B3aUMOJACHCTBUS HMH(POPMAIMOHHON CHUCTEMBI C HWH(OPMAIIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIMU CETSIMH MEXKIYHAPOIHOTO HH(POPMAIIMOHHOTO OOMEHa.

B undopmanmonHbIx cucteMax 3 Kiacca 3aliUieHHOCTH TPUMEHSOTCS

CpEACTBA BHIYMCIUTEILHON TEXHUKHU HE HUXKE 5 KJIacca;

CHUCTEMBbl OOHApPY>KEHUSI BTOPKEHUH M CPEICTBA AHTUBHPYCHOM 3alllUTHl HE
HIKe 4 Kiacca B cilydae B3aUMOJCUCTBUS HWH(OPMAIIMOHHOW CHCTEMBI C

UH(GOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIMU CEeTsIMU MEXAYHapPOIHOTO
MHPOpPMAIIMOHHOTO OO0MEHa M HE HWXKE 5 Kilacca B ClIydyae OTCYTCTBUS
B3aMMOJICHCTBHUS nH(pOPMAaIIMOHHON CUCTEMBI C UH(GOPMAIIMOHHO-

TEJIEKOMMYHHUKAIIMOHHBIMH CETSIMU MEXKTYHAPOIHOTO HH(POPMAIIMOHHOTO OOMEHa;

MEXCETEeBBbIC DJKpaHbl HE HIXKE 3 Kilacca B Cllydyae B3auMOJICUCTBUS
WH()OPMAIIMOHHONU CHUCTEMBbI ¢ MH()OPMAIIMOHHO-TEIEKOMMYHUKAITMOHHBIMU CETSIMHU
MEXIyHApOIHOTO HWH(OpMaMOHHOTO OOMEeHa W He HIkKe 4 Kiacca B clydae
OTCYTCTBHUSl B3aUMOJACHCTBHUS HMH(POPMAIMOHHON CHUCTEMBI ¢ HWH(OpPMAIIMOHHO-
TEJICKOMMYHHKAIIMOHHBIMH CETAMH MEXIYHAPOIHOTO MHPOPMAIITMOHHOTO 0OMEHa.

B undopmanmoHHbIx cucteMax 4 kjacca 3aiuIieHHOCTH TPUMEHSIOTCS :

CpEACTBa BHIYUCITUTEILHON TEXHUKH HE HUXKE 5 Kilacca;

CHUCTEeMBbl OOHAPY)KEHUsI BTOPKCHHH W CPEJCTBA aHTUBUPYCHOW 3allIUThI HE
HIKe S5 Kiacca;

MEKCeTeBbIC dKpaHbl HE HIDKE 4 Kitacca.

B undopmannoHHpIx cuctemMax 1 U 2 KJIacCOB 3aIIUIIEHHOCTH MPUMEHSIOTCS
CpeAcTBa 3alluThl WHGOPMAIIMU, MPOTPAMMHOE OO0ECIEeUeHHE KOTOPBIX IPOIILIO0
IIPOBEPKY HE HUXKE YeM 10 4 YpOBHIO KOHTPOJS OTCYTCTBUS HEICKIapPUPOBAHHBIX
BO3MO>KHOCTEH.

27.B cnyuae o00paboTtkm B HWH(POpMAIIMOHHOW cucTeMe HHGOPMAIUH,
coJieprKalllel TIepcoHaIbHbIC JIaHHBIC, pPeau3yeMble B COOTBETCTBUH C ITyHKTaMu 21
u 22 HactosAmux TpeboBaHU MephI 3aIIUTH HH(DOPMAIIHNH:

1l MHQOPMAIIMOHHOW CHCTeMBI | Kjacca 3alluIeHHOCTH O00eCIeYMBAIOT
1,2, 3 14 ypoBHU 3alIUIIIEHHOCTH TIEPCOHAIBHBIX I[&HHBIXl;

Il MHQOPMAIIMOHHOW CHCTEMBI 2 Kjacca 3allUIEHHOCTH 00eCIeYMBAIOT
2, 3 1 4 ypOBHHM 3aIIUIIIEHHOCTH MEPCOHATBHBIX I[aHHBIX*;

Il MHMOPMAIIMOHHOW CHCTEMBI 3 Kjacca 3allUIeHHOCTH 00eCIeYMBAIOT
3 u 4 ypOBHHM 3aIIUIIICHHOCTH MEPCOHATBHBIX JAHHBIX |

1 THGOPMAIMOHHON CHCTeMBbI 4 Kjlacca 3allMIIeHHOCTH, 00ECICYMBAIOT
4 ypOBEHbB 3alTUIIIEHHOCTH MEPCOHATBHBIX JAHHBIX .

28.Ilpyu  wucmonb3oBaHMM B WH(DOPMAIMOHHBIX  CHCTEMax  HOBBIX
MH(POPMAIIMOHHBIX TEXHOJIOTHH U BBISIBICHUH JIOITOJTHUTEIBHBIX YTPO3 OC30IMaCHOCTH
nH(popManuu, I KOTOPBIX HE OMPEIEICHBl MEPhI 3aIUTHl HHGOPMAIIUH, JTOKHBI

1

YcTaHaBIMBaeTCSI B COOTBETCTBHM C TpeOoBaHMAMH K 3allUTe MEPCOHANBHBIX NAaHHBIX MPH WX 00paboTke B
WHPOPMANMOHHBIX CHCTEMaX IMEePCOHATBHBIX MaHHBIX, YTBEPKICHHBIMHE ITocTaHoBIeHHeM [IpaBurenscTBa Poccuiickoit
Oeneparmn ot 1 HOOpst 2012 1. Ne 1119.



pa3pabaTbiBaTbCsl KOMIIEHCHUPYIOIIME MEpbl B COOTBETCTBUM C IYHKTOM 23
HacTosIuX TpeOoBaHUM.
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Omnpenenenune Kiacca 3allHIIEHHOCTH MH(POPMAILITHOHHOMN CHCTEMbI

1. Knacc 3amuienHoctu uHdopManronHo cucrembl (nepBbiii kiacc (K1),
Bropoit knacc (K2), tperuit knacc (K3), werBepthiii kinacc (K4)) onpenensiercss B
3aBUCUMOCTU OT YpPOBHS 3HauuMocTu uH@popmaruu (Y3), obpabaTtbiBaemMoil B 3TOM
MHPOPMAIIMOHHONM  cucTeMe, ©  Macmradba  HMHQOPMALMOHHOM  CHCTEMBI
(penepanbHBIi, peruoHaIbHBIN, 00BEKTOBBIH).

Knacc 3ammmentoctu (K) = [ypoBeHb 3HauuMOCTH WHGpOpPMAIMH; MacIITad
CHCTEMBI].

2. YpoBeHb 3HAYMMOCTH WH(POPMAITUN OTPEIEISICTCS CTEIEHbI0 BO3MOYKHOTO
ymepba s obnamarenss uHopManumu (3akazuumka) U (WIM) omepaTtopa OT
HapymieHuss KOH(MUICHIMAILHOCTH  (HEMpaBOMEpPHBIC JOCTYN, KOIMMPOBAHHE,
NpEJOCTaBICHHE WU  PAacIpOCTpaHEHHE),  LEJIOCTHOCTH  (HEMpPaBOMEpPHBIC
YHUUYTOXKEHUE WU MOAW(PHUIMPOBAHUE) WM JOCTYMHOCTH (HEIPaBOMEPHOE
O0KupoBaHue) HHPOPMALIHH.

V3 = [(koHpHUIAECHIIMATLHOCTh, CTENCHB yiiepOa) (IIeI0CTHOCTh, CTENCHb yiepoa)
(IOCTYIHOCTSD, CTENEeHb yuiepoa)],

rIe CTENEHb BO3MOXKHOTO yiepba ompenensiercss oOnamareneM HHPOpMaIUU
(3aka3zyukoM) U (WJIM) OINEPAaTOPOM CaMOCTOSITEILHO JKCIEPTHBIM WM WHBIMU
METOJaMH B MOXKET OBITh:

BBICOKOM, €CJIM B PE3yJIbTaTe HAPYUIEHUS] OJHOTO U3 CBOMCTB 0€30MacHOCTH
uHpopmar  (KOHDHUICHIIMATEHOCTH, I[€JIOCTHOCTH, JOCTYITHOCTH) BO3MOYHBI
CYILIECTBEHHbIE  HETAaTUBHBIE TMOCJIEACTBUS B  COLUAIbHOW, MOJUTHYECKOMH,
MEXKTyHAPOIHOM, SKOHOMHYECKOH, (DMHAHCOBOM MJIM MHBIX 00JIACTSIX JCATSIHLHOCTH
u (wn) nHpOpManMOHHAs cucTeMa | (Win) onepaTtop (obmagaTenb HHGOPMAIIHH) HE
MOT'YT BBITIOJHATH BO3JIOKCHHBIC HA HUX (DYHKITUH;

CpelHel, ecid B pe3yibTaTe HApYUIEHUS OJHOTO U3 CBOMCTB 0O€30MaCHOCTH
nHpopManuu (KOHPUISHIIMATLHOCTH, IIE€JOCTHOCTH, JOCTYIMHOCTH) BO3MOKHBI
YMEpPEHHbIE  HEraTUBHbIE  MOCIEACTBHS B  COLMAIBHOM,  MOJUTUYECKOM,
MEXTYHAPOIHOW, SKOHOMHYECKOM, (DMHAHCOBOM WJIM MHBIX 00JIACTAX JESITEILHOCTH
u (nan) nHpopMaIMoHHas cucTeMa U (HiK) onepatop (obnaaaresnb nHGOpPMaALIUK) HE
MOTYT BBINOJHATH XOTSI ObI OJIHY U3 BO3JIO’KEHHBIX HA HUX (DYHKIIUH;



HU3KOM, €ciu B pe3yJbTaTe HapylIeHUss OJHOr0 W3 CBOMCTB O€30MaCHOCTH
nHpopmanu  (KOHGUIECHIIMAIBHOCTH, LEJIOCTHOCTH, JOCTYIMHOCTH) BO3MOKHBI
HE3HAYUTEJIbHbIE HETAaTUBHBIC TMOCIEJACTBUS B COIMAIbLHOM, MOJUTUYECKOM,
MEXTyHApPOIHOM, SKOHOMHYECKOH, (PUHAHCOBOM WJIM MHBIX 00JIACTSIX JESATEIHLHOCTH
u (unm) uHdopMalMoHHas cucteMma W (win) omneparop (obnagarens WHGOpMAIIIN)
MOTYT  BBINOJIHATh  BO3JIOKEHHbIE Ha HUX (QYHKIUK C  HEJAOCTaTOYHOU
3 PEKTUBHOCTHIO WM BBHITIOJIHEHUE (DYHKIIUNA BO3MOXHO TOJIBKO C TPUBIICUCHHEM
JOTIOJTHUTENIBHBIX CUJI U CPEJICTB.

WNudopmanus umeet BRICOKHI ypoBeHb 3HaunMocTh (Y3 1), eciiu XoTst ObI 1iist
OIHOTO M3 CBOMCTB Oe3omacHocTd  MHpopManuu  (KOHGUIECHIUATBLHOCTH,
LIEJIOCTHOCTH, TOCTYITHOCTH) OIpejiesieHa BbICOKas cTeneHb ymepoa. Mudopmanus
UMeeT cpeaHuil ypoBeHb 3HaunuMocTh (Y3 2), eciau XOTs Obl It OJJHOTO U3 CBOWCTB
6e3omnacHoctd MH(popManuu (KOH(GUICHIIUATBLHOCTH, IIEJIOCTHOCTU, JOCTYIMHOCTH)
OIpeJieNieHa CPelHsAs CTENeHb yuiepOa U HeT HU OJIHOTO CBOWCTBA, JUJII KOTOPOTO
ompeniesieHa BBICOKash cTerneHb yiiepba. Mudopmamms wMeer HU3KHUA YPOBEHb
sHauumoctd (Y3 3), ecnmm s BCeX CBOMCTB 0€30MacHOCTH  HMH(pOpMaIuu
(KOH(MUICHITMATBLHOCTH, IEJIOCTHOCTU, JOCTYITHOCTH) OMpPECICHbl HU3KHUE CTEICHH
yiepoa.

Wudopmarius uMeeT MHHHUMAJIbHBIA ypoBeHb 3HaumMocTu (Y3 4), ecnu
oOnazareneM HHpOpMalUU (3aKa34MKOM) U (WJIM) OMEpaTOpOM CTENEHb yiiepda ot
HapylIeHus: CBOWCTB  Oe3omacHocT  uH(opMmanuu  (KOH(UIEHIHUATBHOCTH,
IIEJIOCTHOCTH, IOCTYITHOCTH) HE MOKET OBITh OIpEeNieHa, HO MPU TOM UH(pOpMAaIUs
MOJITICKUT 3allUTE B COOTBETCTBUHU C 3aKOHOATENbCTBOM Poccuiickoit denepariui.

IIpu o06paboTke B uWHGOOPMAIIMOHHOW CHCTEME JBYX U 0ojiee BHUIOB
uHpopmanuu (ciyxeOHasi TaifHa, HajoroBass TallHAa M MHBIE YCTAaHOBJICHHBIC
3aKoHOMaTeNbcTBOM Poccuiickori denepannu BubI MHOOPMALMK OTPAHUYECHHOTO
J0CcTyna) ypoBeHb 3HauuMocTH uHpopmaruu (Y3) ompeaenarcs OTIEIBHO IS
Kaxaoro Bujpa wuHbopmanuu. WTOroBbli ypOBEHb 3HAYUMOCTH HH(POPMAIINH,
oOpabaTrbiBaeMoOii B MH(POPMAIMOHHON CHCTEME, YCTaHABIMBACTCS IO HAWBBICIIIUM
3HAYEHUSIM CTETICHU BO3MO>KHOTO yiepoa, ornpeeIeHHbIM TSI
KOH(UICHIIUATBHOCTH, IEJIOCTHOCTH, JOCTYIMHOCTH HWHGOPMAIMK KaXXKJIO0TO BHIA
uHbOpMaITIH.

3. Undopmarnmonnas cucrema wumeeT ¢eaepanbHblii MacmTad, ecim OHa
dyHkimonupyer Ha Tepputopun Poccmiickoit  ®enmepanmmu (B mpeaenax
dbenepaabHOTO OKpyra) M MMEET CErMEHTHI B cyObekTax Poccuiickoit denepanmm,
MYHULIHUNAIBHBIX 00pa30BaHUSIX U (UJIM) OpraHU3alusX.

Nudopmarmonnas cucreMa HWMEET pPETHOHANBHBIM MacmTad, eciau oOHa
byHKIIMOHUpPYET Ha Tepputopuu cyobekta Poccuiickoit ®Denepamuu U UMEET
CErMEHThl B OJJHOM WJIM HECKOJIbKMX MYHHUIMNAIbHBIX OOpa3oBaHUSIX U (WIJIM)
MOJABEIOMCTBEHHBIX U UHBIX OpraHU3aIUsX.

Nudopmanmonnass cucrema wumeeT OOBEKTOBBIM MacmTad, e€cld OHa
GyHKIHMOHUpPYET Ha OOBEKTaxX OJHOro (QeaepalibHOr0 OpraHa TroCyAapCTBEHHON
BJIACTH, OpraHa TOCYJapCTBEHHOW BiacTu cyobekta Poccuiickoit ®enepanuu,
MYHULIUNAIBHOTO 00pa3oBaHusi M (WJIM) OpPraHU3alMi U HE HMMEET CErMEHTOB B



TCPPUTOPHUATIBHBIX OpraHax, IMPEeACTAaBUTCIbLCTBAX, (pHJIHaHaX, HOABCAOMCTBCHHBIX M
HHBIX OpraHru3anusx.

4. Knacc 3amuIneHHOCTH WH(POPMAIIMOHHOW CHUCTEMBI OINpEACNsIeTCs B
COOTBETCTBUU C TAOIHULIEH:

YpoBeHb Macmtab nHPOpMallMOHHOM CUCTEMBbI
3HaYUMOCTH denepanbHbIi PernonanbHbIi OOBbEeKTOBBIN
uHbOopMaLIK

y31 K1 K1 K1
¥32 K1 K2 K2
¥33 K2 K3 K3
Y34 K3 K3 K4
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CocraB mMep 3auMThI HH(pOPMaLUU U UX 0a30Bble HA0OPHI A5
COOTBETCTBYIOLLEI0 KJIACCA 3AIUIIEHHOCTH HH(POPMALMOHHON CHCTEMBbI

YcnoBHoe Mepsl 3amuTsl ”HGOPMALMKU B HHPOPMAIIMOHHBIX Kiaccst
o0o03Hayve- cucrTemax 3alUIIEHHOCTH
HUE U nH(pOpMAIIMOHHOM
HOMeEp CUCTEMBI
Mepbl 4‘ 3‘ 2‘ 1
|. Unentuduxanus u ayTeHTUPUKALIMS
cyOBeKTOB J0CcTyMna u 00beKkToB gocrymna (MAD)
NAD.1 Unentudukanus m ayreHTudukanus mnonb3oBareneit, | + | + | + | +
ABJIAIOMIMXCS paOOTHUKAMU orlepaTopa
NAD.2 Nnentudukanus u ayreHTUPUKAILUS yCTPOMCTB, B TOM + |+
YHCJie CTAllMOHAPHBIX, MOOMJIBHBIX M TOPTATUBHBIX
NA®D.3 VYnpaBnenue uaeHTHUPUKaTOpamMu, B TOM uwmcie | + | + | + | +
co3zaHue, MIPUCBOCHHE, YHUYTOXKEHUE
UACHTU(PUKATOPOB
NAD.4 VYmpaBnenue cpeacrBamMu ayTeHTU(HUKaWK, B ToM | + | + | + | +
quclie XpaHEeHHe, BbI/Iaua, WUHUIIMATU3a1A,
OJIOKMPOBAHUE CPEJICTB ayTEHTU(PUKAIUU M TMPUHATHE
Mep B Cilydae yTpaThl U (MJIM) KOMIPOMETAIUU CPEJICTB
ayTeHTU(UKAITUH
NAD.5 3amura oOpaTHOH CBSI3H npu BBOJE | + | + | + | +
ayTeHTU(UKATMOHHON MH(pOpMaIu
HNAD.6 Nnentudukanus n ayreHTUHKANMUS IMOJdb30BaTenew, | + | + | + | +
HE SBILTIOMUXCS pabOTHHKaMH ormeparopa (BHEIIHUX
I0JTb30BaTEIICH)
NAD.7 Unentudukammss u  ayreHTU(UKAIUS ~ OOBEKTOB
¢daiIoBOl CHUCTEMBI, 3aIlyCKaeMbIX W HCIOIHSIEMBIX
Momayne, OOBEKTOB CHCTEM yNpaBlieHHUs Oazamwu
JNAHHBIX, OOBEKTOB, CO3/1aBA€MbIX MPUKIATHBIM U
CIIEUUAJIBHBIM  MPOTPAMMHBIM  00€CHEYEHUEM, HWHBIX
00BEKTOB JIOCTYTIA
Il. YnpaBnenue gocrynom
cyOBeKkTOB JocTymna k oobekTam nocryna (YIIJI)
VILI.1 VYupasnenue (3aBelieHHE, aKTUBalUs, OJOKMpoBaHue u | + | + | + | +

YHUUYTOXXKECHHE) YUYETHBIMHU 3alHUCSAMHU T0JIb30BaTeIeH, B
TOM YMCJI€ BHEIIHUX T0Jb30BaTEICH




V1.2

Peanuzanus HeoOX0IUMBIX METOJIOB (IUCKPELIMOHHBIH,
MaHJIaTHBINA, POJICBOM MJIM UHOU METOJ), TUMOB (UTEHUE,
3alKCh, BBIIOJHEHHWE WM HWHOHM TUN) M MPaBUI
pasrpaHryeHus JOCTyIa

VI3

VYnpasnenue (puiibTpanus, MapupyTU3alus, KOHTPOJIb
COCIMHEHUW, OJHOHANpaBIICHHAas TNieperadya U HHbIE
crocoObl ympaBjieHUs) UHPOPMAIMOHHBIMU TOTOKAMHU
MEXIy YCTpPOWCTBAMU, CErMEHTaMH HH(POPMAIMOHHOMN
CUCTEMBI, a TaKXke MeXIy HH()pOpMaUUOHHBIMU
cCUCTEMaMu

V1.4

Paznenenue nomHomouuii (poseit), aMUHUCTPATOPOB
U gui, — obecnieyMBaromMX — (PYHKIHOHUPOBAHHE
UH(GOPMAIIMOHHON CUCTEMBI

V.5

Ha3znaueHne MUHUManbHO HEOOXOJUMBIX TIpaB H
OPUBWJIETUN  TOJB30BATENSAM, AJAMUHUCTpAaTOpaM |
JHLAM, o0ecreynBaroIuM GyHKIHOHUPOBAHKE
UH(GOPMAIIMOHHON CUCTEMBI

VII1.6

OrpaHdyeHue HEYCNEIIHbIX TMONBITOK BXOJAa B
UH(GOPMAIIMOHHYIO CUCTEMY (moctyma K
MH(POPMAIIMOHHOH cucTeMe)

V1.7

[IpenynpexaeHne TOIb30BaTENlI NPH €Tr0 BXOJE B
WHPOPMAIIMOHHYIO  CHCTEeMy O  TOM, 4YTO B
WH(POPMAIIMOHHON CHCTEME PeaiM30BaHbl MEPhI 3aIIUTHI
uHpopMalMK, U O HEOOXOJUMOCTU COOIIOJICHUS WM
YCTAaHOBJICHHBIX  OIEPAaTOpOM  MpaBWI  00pabOTKH
uHbOpMaIUK

VII/1.8

OmnoBemeHNe TOIB30BATEIS ITOCIIE YCIICITHOTO BXOa B
MH(POPMAITMOHHYIO CUCTEMY O €r0 MPEIbIIyIIeM BXOJIC B
UH()OPMAIIMOHHYIO CUCTEMY

VII/1.9

OrpaHuueHue yucia MapajuieibHbIX CEaHCOB JO0CTyMa
Jilig: KaKaou YYETHOMN 3aIllicHu MI0JIb30BATEIIA
MH(GOPMAITMOHHON CUCTEMBI

VIIJ1.10

brnokupoBanue ceanca goctyna B WH(OPMAIMOHHYIO
CUCTEMY ITIOCJIE€ YCTAaHOBJICHHOTO BPEMEHU Oe31eHCTBUA
(HEaKTUBHOCTH) MOJI30BATEISl WIIU 10 €ro 3aMpocy

V.11

Pazpemienne  (3ampeTr) JEWCTBUM  MOJIb30BaTEsEH,
pa3pelICHHBIX 10 HICHTH(PUKAIIMY U ayTeHTH()UKAIINT

VIIJ1.12

[Tonnmepxka W coxpaHeHHWe aTpUOYTOB OE30MaCHOCTH
(MeTOK 0e30IacHOCTH), CBSI3aHHBIX C WHMOpMaImein B
IpoIiecce ee XpaHeHusT U 00paboTKu

V.13

Peanuzanusa  3alllMIIEHHOr0  yAAJIEHHOTO  JOCTYIa
CyOBEKTOB JOCTYIa K 00bEKTaM JIOCTyIa Yepe3 BHEIIIHHE
MH()OPMAILIMOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH

VIIJI.14

P CriiaMCHTanuA n KOHTPOJIb HCIIOJIBb30BaHUA B




MH()OPMAIIMOHHOW CUCTEME TEXHOJIOTHI OECITPOBOIHOTO
J0CTyIa

VII1.15

Permamenranmss W KOHTPOJb  HCHOJIb30BaHUS B
MH(MOPMAIIMOHHON CcHUCTEME MOOWJIBHBIX TEXHUYECKHUX
CPEACTB

VII/1.16

VYnpaBnenue B3aUMOJIEUCTBHEM ¢ MHPOPMALIMOHHBIMU
CUCTEMaMU  CTOPOHHUX  OpraHu3aluii  (BHEIIHHE
UH(OPMALIMOHHBIE CUCTEMBI)

V.17

OOecriedyeHne  JOBEPEHHOM  3arpy3kd  CpEJCTB
BBIYMCIUTECILHON TEXHUKH

I11. Orpannuenue nporpammuoi cpebl (OI1C)

OIIC.1

VYrpasneHnue 3amyckoM (0OpaieHusiMU) KOMIIOHEHTOB
IpOrpaMMHOro 0OecreyeHus, B TOM YHUCIIE ONpeeIeHe
3alyCKaeMbIX KOMIIOHEHTOB, HACTpOWKa TapaMeTpoB
3alycka  KOMIIOHEHTOB, KOHTPOJb 3a  3allyCKOM
KOMITOHCHTOB MPOTPAMMHOT0 00ECIICUCHHS

OIIC.2

Ynpasienue YCTAHOBKOU (MHCTANALIMEN )
KOMITOHCHTOB MIPOTrPaMMHOT0 00ECIICUeHHMsI, B TOM YHUCIIC
OmnpeAeIeHue KOMIOHEHTOB, MOJIEKAIIMX YCTaHOBKE,
HACTpOMKa MapaMeTpOB YCTAHOBKM KOMIIOHEHTOB,
KOHTPOJIb 32 YCTaHOBKOW KOMIIOHEHTOB IPOTPaMMHOTO
obecrieueHus

OIIC.3

VYcraHoBka (MHCTAUISIIMS) TOJBKO Pa3pelIeHHOTO K
UCIIOJIb30BAHUIO MPOTPAMMHOI0 oOecrieueHus: U (WIIH)
€ro KOMIIOHEHTOB

OIIC.4

VYropasnenue BpeMEeHHbIMU (haiilaMyd, B TOM YHUCIE
3ampeT,  pa3peuieHue, IEpeHanpaBiICHUE  3aMuCH,
yJlaJeHue BPeMEHHBIX (hailyioB

IV. 3anura mammaHBIX Hocutenel nadopmaruu (3HN)

3HU.1

VY4eT MalIMHHBIX HOCUTENEeW HHPpOpMaun

+

3HN.2

VYmopaBneHue OOCTYyIOM K MAIIMHHBIM HOCHUTEISIM
uHbOpMAITHH

+

3HN.3

KonTpone mnepeMmenieHus MalIMHHBIX  HOCHUTEJIEH
nHbOpMaIKH 3a Mpeeabl KOHTPOIUPYEMOU 30HBI

3HN.4

HckintoueHre BO3MOYKHOCTH HECAaHKIMOHUPOBAHHOTO
O3HAKOMJICHHSI ~ C  COJepKaHWeM  HWH(OpPMAIIHH,
XpaHsIIeiicss Ha MAIIMHHBIX HOCHUTENSAX, W (WiIn)
UCTIONIb30BaHUS HOCHTENeld WH(OpManuu B  HMHBIX
WH(GOPMAITMOHHBIX CHCTEMAaX

3HUN.5

Kontpons  wcmons3oBanumsi  uHTEpEHCOB  BBOAA
(BpIBOA) UWHQOpMAIMM HA MAalIMHHBIE HOCHUTEIH
uH(opMarmn

3HU.6

Kontpons  BBOga  (BeiBoja) wuHpoOpMamuu  Ha
MalllMHHbIE HOCUTENN WH(OpMaIIUU




3HN.7 KonTposnib MmOAKIIOUEHWS MAIIWHHBIX  HOCHUTENEH
uH(hopmManuu

3HN.8 YHHAUYTOKEHNE (ctupanue) uH(popmanuu Ha | +
MAalIMHHBIX HOCHUTENIAX MpU MX Meperaye MeExIy
[OJIb30BATENsIMH, B CTOPOHHHME OpraHu3aluu i
pEMOHTa WM yTWIM3AlUMK, a TaKkkKe KOHTPOJIb
YHUYTOXKEHUS (CTUPAHUSI)

V. Peructpanus coosituit 6e3omnacHoctu (PCBH)

PCB.1 Onpenenenue coObITUN OE30MACHOCTH, MOJJIeKAIINX | +
pErucTpaluu, ¥ CPOKOB UX XPaHEHHUS

PChb.2 Omnpenenenue coctaBa M cojep:kaHus UHopmanuu o | +
COOBITHSIX 0€30MaCHOCTH, MOJUISKAIUX PErUCTPallUn

PCb.3 COop, 3anuch U xpaHeHue UHGPOPMAIMK O COOBITHSX | +
0e30MacHOCTH B TEYEHHHM YCTAHOBJIEHHOTO BpPEMEHH
XpaHeHUs

PCh.4 PearupoBanrie Ha cOOM TpH pErucTpanuu coObITHil | +

O6e3omacHOCTH, B TOM  4YHCIIe  allapaTHblE W
nporpaMMHbIe OHIMOKM, cOOM B MexaHu3Max cOopa
uHbpopMallMK M JIOCTH)KEHHE  Tpenena  WIH
nepenoyHeHus: o0bemMa (EMKOCTH) aMSTH

PCB.5 MonutopuHr  (IPOCMOTpP,  aHalW3)  pe3yJlbTaToB | +
perucTpanuu coObITHII 0€30MaCHOCTH U pearupoBaHHe
Ha HUX

PCB.6 I'enepupoBanue  BpeMEeHHBIX MeTOK W  (uiom) | +
CUHXPOHU3ALIHS CUCTEMHOTO BpEMEHU B
UH()OPMAIIMOHHON CHCTEME

PCB.7 3amura nHbOpMAaIK O COOBITUSX 0€30MaCHOCTH +

PCB.8 OOGecrieueHre BO3MOXKHOCTH TPOCMOTpa M aHaIu3a

UHPOPMAIUH O JEHCTBUAX OTIEIBHBIX IMOJIb30BaTEIICH B
UH()OPMAIIMOHHON CHCTEME

VI. AutuBupycnas 3amura (AB3)

AB3.1 Peanuzaius aHTUBUPYCHOM 3aILIUTHI +

AB3.2 Oo6HoBneHrne 0a3bl JAaHHBIX MPHU3HAKOB BPEIOHOCHBIX | +
KOMITbIOTEPHBIX MPOrpamMM (BUPYCOB)

VIl. O6napysxenue Bropxxkennii (COB)

COB.1 O6HapyXeHne BTOPKEHUIN
COB.2 OO6HoBIIeHHE 0a3bl PEMIAIOIINX PABIII

VIIl. Koutpons (ananm3) 3amumennoctu uHbopmarmn (AH3
AH3.1 BrisiBnenve, aHanu3 ys3BUMOCTEH HH(POPMAITMOHHON

CHCTCMBbI n OIICPATUBHOC YCTPAHCHUC BHOBb
BBISIBJICHHBIX y513BI/IMOCTel71

AH3.2 Kontpons ycraHoBku OOHOBJIEHUM mporpaMMmHoro | +
oOecrieueHusi, BKJIOYasi OOHOBJIEHHE MPOTPAMMHOIO
obecrnieueHus: CPEeJCTB 3alIUThl UHPOPMAIUU




AH3.3

Koutponp paboTOCIOCOOHOCTH, napameTpoB
HACTPOMKM W  TPAaBHIBHOCTH  (YHKIIMOHUPOBAHHS
OporpaMMHOTO  OOecredeHuss W CPEACTB  3allUThI
uHhopManuu

AH3.4

KonTpoins cocTaBa TEXHUYECKUX CPEICTB,
OpOrpaMMHOrO0  OOecriedeHuss U CPEeACTB  3alIUThI
uH(OpMaLUH

AH3.5

KoHTpone mnpaBun reHepauuMu M CMEHBI IApoOJIEH
NOJIb30BATENICH, 3aBENCHUS M  YAAICHUS YYETHBIX
3anucen MIOJIb30BATEIIEH, peanuzanuu paBuil
pasrpaHUyeHus TOCTYIIOM, ITOJITHOMOYUN MOJIb30BaTENEN
B MH(OPMAIIMOHHON CUCTEME

IX. Obecneuenue 11eT0CTHOCTH
uH(popMaloHHON cucteMbl U nHGopmanuu (OLJI

"

OLJI.1

KoHTposib 11€10CTHOCTH IpOrpaMMHOr0 obecreueHus,
BKJIIOYas MPOrpaMMHOE O0OECleueHre CPEeJICTB 3alUThI
uHbOpMaIIH

OLJL.2

KoHuTponp nenoctHocTH MHGOPMALIMK, COAEpKAIICHCs
B 0a3zax JaHHBIX HHOOPMAIIMOHHON CUCTEMBI

OIL1J1.3

Obecnedenue BO3MOXHOCTH BOCCTaHOBJICHHUSI
IpPOrpaMMHOr0 OOecTiedeHus], BKJIIOYas MPOrpaMMHOE
oOecrieueHue CpEACTB 3allUThl  MHPOPMAIMH, TIpU
BO3HWKHOBEHUH HEIITATHBIX CUTYaI[Ui

OLJL.4

OOnHapyxeHue M pearupoBaHUE Ha IMOCTYIUICHUE B
UH(GOPMAIIMIOHHYIO CUCTEMY He3anpalmBaeMbIX
AIIEKTPOHHBIX COOOIIEHHUH (TTMceM, TOKYMEHTOB) U MHOM
uHopManMK, HE OTHOCSAIIUXCS K (YHKIITMOHUPOBAHHUIO
WH()OPMAIIMOHHON CHCTEMBI (3aI[UTa OT criaMa)

OLJL.5

Kontpons conepkanuss mHbOpManuM, IepeaaBacMou
u3  UHOOPMAIIMOHHOW  CHUCTEMBl  (KOHTCHHEPHBIH,
OCHOBaHHBIH Ha CBOHCTBaX O0O0BEKTa JOCTyHa, |
KOHTEHTHBIA, OCHOBAaHHBIA Ha MOHWCKE 3alpEelICHHON K
nepenade MHGOPMAIMKM C HUCIOJB30BAaHUEM CHUTHATYD,
Macok ¥  HHBIX  METOJOB), U  HCKJIIOUCHHE
HEIPAaBOMEPHOU rnepenadu uH(bopMaIuu U3
WH(GOPMAITMOHHON CUCTEMBI

OLUJL6

OrpannueHue TpaB TMOJB30BATENCH TIO  BBOIY
nHbopMaryy B ”HGOPMAIIMOHHYIO CUCTEMY

OLUL7

KOHTpOJ'IB TOYHOCTH, IIOJJHOTBI MW IIPAaBUJIBbHOCTHU
JaHHBIX, BBOANUMBIX B I/IH(bOpMaI_[I/IOHHYIO CUCTCMY

OLJL.8

KonTponb ommOO4YHBIX ACHCTBUN MOJIB30OBATENICH IIO
BBOAY u  (wim)  mepepgade  uMHPoOpManuu U
MpeaynpeXIeHUEe TMoJib30BaTeaeii 00  OMMOOYHBIX
JIEVCTBUSIX




X. O6ecneuenne noctynHoctd nHpopmanuu (O/T)

OJIT.1

Hcnonp3oBaHne  OTKAa30yCTOMYMBBIX  TEXHUYECKUX
CPEICTB

OJIT.2

PesepBupoBanue TEXHUYECKUX CPEICTB,
OpOrpaMMHOrO  OOecleyeHMs, KaHAJIOB  Iepefadu
uH(popMaIuH, CpEIICTB o0ecreyeHus
(YHKIMOHUPOBAHMS THPOPMALIMOHHON CUCTEMBI

OJIT.3

Kontpons 0€30TKa3HOI0 (G yHKUHOHUPOBAHUS
TEXHUYECKUX CPEICTB, OOHAPY)KEHHE W JIOKAJIU3ALMS
OTKa30B (PYHKIMOHUPOBAHMS, TNPUHATHE Mep IO
BOCCTAHOBJICHHIO  OTKa3aBUIMX  CPEACTB U HX
TECTUPOBAHUE

OJIT.4

[lepuoanueckoe pe3epBHOE KOIMPOBAaHUE
uHpOpMaIlMM Ha pPE3EpPBHBIE MAaIUIWHHBIE HOCUTEIH
uHbOpMaIIH

OJIT.5

Obecnieuenue BO3MO>KHOCTH BOCCTaHOBJICHHUSI
uHpOpPMAIIMK C PE3EPBHBIX MAIIMHHBIX HOCHUTENIEH
uHpopma  (Pe3epBHBIX  KOMUH) B TEUYCHHH
YCTAaHOBJIEHHOTO BPEMEHHOTO MHTEpBaja

OJIT.6

Knacrepuzanus nHpopMalinoHHON CUCTEMBI U (UJTH) ee
CErMEHTOB

OJIT.7

KoHTpons cocrosiHus W KadecTBa MPEOCTaBICHUSA
YIIOJTHOMOYEHHBIM JIUIIOM BBIUUCIUTEIBHBIX PECYPCOB
(MoUTHOCTEH), B TOM YHKCJIIE O nepeaade nHopmanuu

XI. 3amura cpeasl Buptyanuzanuu (3CB)

3CB.1

Nnentudukamus u  ayreHTUPUKAIHMSI  CYOBEKTOB
JIoCcTyma ¥ OOBEKTOB JOCTylma B  BHPTYaJIbHOU
UHPPACTPYKTYpe, B TOM YHCIE aIMHUHHCTPATOPOB
YIIPaBJICHUS CPEJICTBAMHU BUPTYATH3AIIH

3CB.2

VYmopaBnenne JoCcTynmoM CyOBEKTOB  JocTyma K
00BEKTaM JIOCTYyINa B BUPTYaJIbHOW HHPPACTPYKTYpE, B
TOM YHWCJIE BHYTPU BUPTYAJIbHBIX MAIIIUH

3CB.3

Peructpamusi coObITuii 6€30MacCHOCTH B BUPTYaJIbHOU
UHOPACTPYKTYpE

3CB.4

VYnpasnenne (punbTparus, MappyTu3amus, KOHTPOIb
COEIMHEHUs, OJHOHAMNpABICHHAs Nepeaaya) MOTOKAMHU
uHbOpPMAIIMK  MEXAY KOMIIOHEHTaMH BUPTYaJIbHOM
UHQPACTPYKTYPHI, @ TAKXKE MO MEPUMETPY BUPTYaTHHOU

UHOPACTPYKTYPHI

3CB.5

JloBepeHHass 3arpy3ka CEpBEpOB BHUPTYaJIU3alNH,
BUPTYaJIbHOM  MamuHbl  (KOHTEWHEpa), CEpPBEpPOB
yIpaBJICHUS] BUPTyaIu3alen

3CB.6

VrpaBneHue MepeMelleHHeM BHUPTYaJbHBIX MAaIlUH
(koHTEHHEpOB) M 00pabaThIBaEMbIX HA HUX JAHHBIX




3CB.7 Kontpons LEJIOCTHOCTH BUPTYaJIbHON
MH(PACTPYKTYpPHI U €€ KOH(PUTypaluii

3CB.8 PesepBHOE KONMpOBAaHHWE MJAHHBIX, PE3ECPBUPOBAHUE
TEXHUYECKUX CPEJCTB, MNPOrPaMMHOI0 oOOecreyeHus
BUPTYaJIbHON MHPPACTPYKTYPHI, a TAKIKE KAHAJIOB CBS3U
BHYTPU BUPTYaJIbHOU HHQPACTPYKTYPHI

3CB.9 Peanusanusa n ynpaBiaeHue aHTUBUPYCHOW 3aIlUTON B
BUPTYaJIbHON UHPPACTPYKTYpE

3CB.10 Pa3Ouenne  BUpTyanbHOM  HMH(PACTPYKTYypbl  Ha
CErMEHTbI (cerMeHTUpOBaHUE BUPTYaJIbHON
uHpacTpyKTyphl) s 0o0paboTku  HUHPOpMAIUU
OTIEJbHBIM  TOJIb30BaTeNleM W (WM)  Tpynmnou
I10JIb30BaTEIICH

XIl. 3amura rexunueckux cpencts (3TC)

3TC.1 3amura uHpOopMaIHH, oOpabarbiBaeMoit
TEXHUYECKUMHU  CPEICTBaMH, OT €€ YTeYKd IO
TEXHUYECKUM KaHajiaM

3TC.2 Opranuzanusi KOHTPOJIMPYEMOW 30HBI, B Ipeaenax
KOTOPOM IOCTOSIHHO  pa3MEINAlOTCsl  CTallMOHApHBIE
TEXHUUYECKHE CpeICTBa, obpabaTeIBaroIIe
UHpOpMAIMIO, M CpEeACTBAa 3allUThl HHPOpMAIUH, a
TaKXe CpeACcTBa obecneyeH sl PyHKIIMOHUPOBAHUS

3TC.3 KonTtpons u ympaBieHue (HU3UYECKUM JIOCTYIIOM K
TEXHHYECKUM  CpEJCTBaM, CpelIcTBaM  3alUThI
uH(pOpMaIIH, CpelicTBaM oOecrieyeHust
(GYHKIIMOHUPOBAHMS, a TaKkKe B TIOMEIICHUS W
COOpY)KEHHUs, B  KOTOPbIX OHH  yCTAHOBJICHBI,
UCKITIOYAIONTNE HECAHKIIMOHUPOBAHHBIA  (hU3UICCKUM
JOCTYII K CpeAcTBaM  O0paOOTKHM  HMHQpOpMAIlUH,
CpencTBaM  3allMThl  HHPOPMAMM W CPEACTBaM
obOecrieueHusi (PyHKIIMOHUPOBAHUSA HMHPOPMAITMOHHOM
CUCTEMBI M TIOMEIIEHUS U COOPYKEHHS, B KOTOPHIX OHH

YCTaHOBJICHBI

3TC.4 Pasmemiennie  ycTpoicTB  BbIBOAa  (OTOOpa)KeHUS)
uH(pOpMaIIH, HCKIIIOYAIoIIee ee
HECAHKIIMOHUPOBAHHBINA MMPOCMOTP

3TC.5 3amuTa OT BHEHMIHUX BO3JCUCTBUM (BO3JCHUCTBUM
OKpY’Karouen cpenbl, HECTaOMIIBHOCTH

AIEKTPOCHAOKEHHS, KOHAWIIMOHUPOBAHUS ¥  HHBIX
BHENTHUX (PaKTOpOB)

XIll. 3aumTa nHPOPMALIMOHHON CUCTEMBI,
€€ CpEeJCTB, CUCTEM CBA3M U nepenaun aaHHbix (31C)

3UC.1 Paznenenue B nHpopMalimoHHo# cucteme PyHKIUNA MO
yOpaBiIeHUIO (aJIMUHUCTPUPOBAHUIO) UHPOPMAIMOHHOMN




CUCTEMOM, YIPABJIECHUIO (aIMMHHUCTPUPOBAHUIO)
cucTeMOM  3amuThl  MHPopMauuu, (QyHKUMA 1O
oOpabotke  uwHbOpMaUM U HUHBIX  (PYHKUIUH
MH(OPMAIIMOHHON CUCTEMBI

31C.2

[IpenorBpamieHue  3aJepKKM  WIWM  I[PEpPbIBAHUA
BBIIIOJIHEHUSI MPOLIECCOB C BBICOKUM IPUOPUTETOM CO
CTOPOHBI IPOLIECCOB C HU3KUM NPUOPUTETOM

31C.3

Obecnedenre 3auuThl MHPOPMALKMU OT PACKPBITHSA,

MoaupUKAllMd U  HaBs3bIBaHUA  (BBOJA  JIOKHOU
uHpopmanuu) Tipu ee Tneperade (MOATOTOBKE K
nepenaye) Mo KaHalaMm CBSI3M, HMMEIOIIUM BBIXOJ 32
npenenabl  KOHTPOJIUPYEMOM 30HBI, B TOM  YHUCJE
OecrnpoBOHBIM KaHAJIaM CBSI3U

31UC.4

ObecnedyeHre JOBEPEHHBIX KaHasla, MaplIpyTa MEXIy

aJIMMHUCTPATOPOM, IIOJB30BAaTEIEM U  CpPEACTBaMHU
3amuThl  uHpopManuu  (QyHKIUSAMU  OE30MaCHOCTH
CPEJICTB 3aIIUThl HTHGOPMALINH )

3UC.5

3anpeT HeCaHKIIMOHUPOBAHHOW YJIaJICHHOW aKTHUBAIlUU
BUJICOKAMEP, MHUKPO(POHOB M HHBIX NepUPEPUNHBIX
YCTPOWCTB, KOTOPBIE MOTYT aKTUBHPOBATHCS YJAJIEHHO,
U OIOBEIICHHE IMOJIb30BaTeNel 00 aKTHUBAllMM TaKUX
YCTPOWCTB

3UC.6

[lepemaya © KOHTPOJb IICIOCTHOCTH aTpUOYTOB
Oe3omacHOCTH (METOK O€30MaCHOCTH), CBS3aHHBIX C
uHdopMmanmet, mpu oOMmeHe HHPpopMareld ¢ HHBIMH
UH(POPMAITMOHHBIMH CHCTEMaMH

3UC.7

KOHTpOb  CaHKIMOHUPOBAHHOTO H  HMCKIIFOYCHHE
HECAaHKIIMOHUPOBAHHOTO  HCIIOJb30BAHUS TEXHOJIOTH
MOOMJIBHOTO KOJIa, B TOM YHUCJIE PETHCTPAIUs COOBITHIA,
CBSI3aHHBIX C MCIIOJIB30BAHUEM TEXHOJIOTUH MOOWMIHLHOIO
KOJa, WX aHaJu3 M pearupoBaHWEC Ha HapYIICHHS,
CBSI3aHHBIE C HCIIOJIb30BAHUEM TEXHOJIOTMH MOOMILHOTO
Koza

3UC.8

KoHTposib CaHKIMOHMPOBAHHOIO W  HCKJIIOUYECHUE
HECAHKIIMOHUPOBAHHOTO HCIOJB30BaHUS TE€XHOJOTUU
nepegayd pedr, B TOM YHCIE PETUCTpaAlMs COOBITHIA,
CBSI3aHHBIX C MCIIOJBb30BAHUEM TEXHOJIOTUM NEpenayu
peun, HX aHaJIu3 M pPEarupoBaHUE HA HaAPYLICHUS,
CBSI3aHHBIE C MCIIOJIB30BAHMEM TEXHOJIOTUW TNEpeaayu
peun

31C.9

KoHTposib  CAaHKIIMOHMPOBAHHOW W  HCKJIIOYCHUE
HECAHKIIMOHUPOBAHHOMW Tepeayu BuaeonH(popMainu, B
TOM 4YHUCJ€ PpEerucTpauusi COOBITHH, CBSI3aHHBIX C
nepegayedt  BuAconHbOpMalUM, WX  AHAIN3 U




pearupoBaHue Ha HapyLICHMs, CBSI3aHHbIE C Iepeaayden
BUJCOMH(pOpMaLIUU

31C.10

[ToaTBepxaeHUE MIPOUCXOKICHUS HMCTOYHUKA
uH(pOpMaIK, TOJy4aeMOW B IMPOLIECCE OIMpPECICHHUS
CETEBBIX a/IPECOB MO CETEBLIM UMEHAM WJIH OTpeIeTICHUS
CETEBBIX UMEH I10 CETEBBIM aJIpecam

3UC.11

ObecnieyeHre MOMJIMHHOCTH CETEBBIX COEIMHEHHM
(ceaHCOB B3aUMOJICMCTBUS ), B TOM YHCJIE JIJISl 3AIUTHI OT
NIOJIMEHBI CETEBBIX YCTPOMCTB U CEPBHCOB

31C.12

HckmroueHue BO3MOKHOCTH OTPHULIAHUS
noJib3oBaresieM (pakta OTHpPaBKU UHPOPMALUU JPYTrOMY
10JIb30BATEIIIO

3UC.13

HckmroueHne BO3MOKHOCTH OTPHULIAHUS
noJjib3oBaresneM (akTa TMOJydyeHus HUHGOpPMALUU OT
JAPYToro Mojib30BaTess

31C.14

Hcnonp3oBaHue YCTPOWCTB TEPMHHAIBHOTO OCTyIa
1uist 00paboTKK HHOpMAIUU

3UC.15

3amuTa apXWBHBIX (aiioB, MapaMeTpOB HACTPOWKH

CPEICTB 3allUTHl HMHPOPMAIIMM W  IPOTrPAMMHOTO
o0ecrieyeHHss W WHBIX JIaHHBIX, HE MOJIeKAIUX
M3MEHEHHUIO B TIporiecce 00paboTku nHGOPMaIUK

3UC.16

BrisiBnienue, aHaIu3 u OJIOKUpOBaHUE B
UH(GOPMAIIMOHHON CHCTEME CKPBITHIX KaHAJIOB Mepeaadyn
uHpopMal B 00XO0J pEalM30BaHHBIX MEpP 3aIUTHI
uHGOpPMAIIMM WM BHYTPU pa3pelIeHHBIX CETEBBIX
IPOTOKOJIOB

3UC.17

Pa3bouenne mHDOpPMAIIMOHHONW CHUCTEMBI Ha CETMEHTBI
(cermeHTHUpOBaHHWE HMH(POPMAIMOHHON CHCTEMBI) H
o0OecrieueHWe  3aIIUTHl  TMEPUMETPOB  CETMEHTOB
UH()OPMAIIMOHHONU CHCTEMBI

3UC.18

ObecnievyeHne 3arpy3Kd U UCTOJTHEHUS MPOTrPAMMHOTO
oOecrieueHusi C MalIMHHBIX HOCHUTENeH WHGOpPMAIINH,
NOCTYMHBIX  TOJIBKO  JJi1 YTEHUs, ¢  KOHTPOJb
IIEJIOCTHOCTH JIAHHOTO MTPOTPAMMHOTO 00eCIIeYeHUs

3UC.19

M3omsauust mporieccoB  (BBIMOJIHEHUE MPOTpaMM) B
BBIJICJICHHOM 00J1aCTH MaMsITH

3UC.20

3amuTta 0ecrpoOBOJHBIX COCIUHECHUN, MPUMEHIEMBIX B
WH(GOPMAIIIOHHON CUCTEME

3UC.21

Hckmrouenne moctymna mosib3oBaTeNss K WHGOpMAIIIH,
BO3HUKIIEW B PE3YJbTATe JEUCTBUM NPEABIAYIIETO
MOJIb30BATEIII YEPE3 PEECTPBI, ONEPATUBHYIO NAMSTh,
BHEIIIHUE 3alIOMUHAIONIME YCTPOMCTBA M HHBIE OOIIHE
JUIsL  ToJib30oBatened  pecypchl  MHGOPMALMOHHON
CHCTEMBI




31C.22

3amura WHOOPMAIIMOHHONW CHUCTEMBI OT  yIpo3
Oe3omnacHocTd UHGOPMAIIUU, HAIPABICHHBIX HA OTKAa3 B
00CITy)KUBaHUY HHPOPMAITMOHHON CHCTEMBI

3UC.23

3amuta nepumerpa (pusnyeckux U (WiM) JOTHYECKUX
rpaHdll)  UHPOPMALMOHHON  CHCTEMBl  TNpU €€
B3aMMOJIEUCTBUM C  HMHBIMA  HWH()OPMALUOHHBIMU
cUcTeEMaMu u MH(}OpPMAMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIMH CETIMHU

31C.24

[IpekpamieHne  CETEBBIX  COCIMHEHUMA MO  HX
3aBEPILICHUHN WJIM M0 UCTECYEHUH 3aJ]aHHOTO OINEepaTopoM
BPEMEHHOIO  MHTEpBAJIa  HEAKTUBHOCTH  CETEBOTO
COEJIMHECHUS

3UC.25

Hcnonb3zoBanue B MHOOPMAIMOHHONW CHUCTEME WJIU €€
CErMEHTaX  pa3IUYHbIX  TUIOB  OOIIECUCTEMHOIO,
OPUKJIAJHOTO U CHEIHAIbHOIO0  MPOrPaMMHOIO
oOecrieueHus (Co3gaHne reTeporeHHON cpeibl)

3UC.26

Hcnonp30BaHue  NPUKIAJHOTO M CHEUUAIBHOIO
IPOrpPaMMHOT0 OOECIEUYEeHHs, UMEIOIUX BO3MOKHOCTD
(GYHKIIMOHUPOBAHMUS B cpenax pa3InYHbIX
OIIEPALIMOHHBIX CUCTEM

3UC.27

Cozmanue (AMYIISIIUSA) JIOKHBIX  HMH(POPMAITMOHHBIX
CUCTeM WJIM WX KOMIIOHCHTOB, TpEIHA3HAYCHHBIX IS
OOHApyXCHHs, pErucTpalii ¥ aHaiu3a JICHCTBHIA
HApyImIUTeNe B  TMpolecce  pealu3ali  yrpo3
0e301acHOCTH UH(pOPMAITUU

31C.28

BocnpousBenenre  JOXKHBIX U (WIM)  CKPBITHE
UCTUHHBIX OTACIBHBIX HHPOPMAIIMOHHBIX TEXHOJIOTUN U
(W)  CTPYKTYPHO-(PYHKIIMOHAJIBHBIX ~ XapaKTEPHUCTHUK
UHPOPMAIIMOHHONW  CHUCTEMBl HJIM €€ CErMEHTOB,
oOecrieunBarollee HaBs3bIBAHUE HAPYIIUTENIO JIOKHOTO
npencTaBieHuss 00  HMCTHUHHBIX  HH(GOPMAIMOHHBIX
TEXHOJOTUAX U (WIH) CTPYKTYPHO-(QYHKIHOHATHHBIX
XapaKTepUCTUKaxX MH(HOPMAITMOHHON CHCTEMBI

3UC.29

IlepeBon  MHPOPMAITMOHHON  CHCTEMBI WIIH €€
YCTPOUCTB (KOMIIOHEHTOB) B 3apaHee OMNpPEACICHHYIO
KOH(UTypaIuIo, o0ecrieunBarONIyI0 3aIIUTY
uH(OpMAIIHH, B CIIy4ae BO3HUKHOBEHHH OTKA30B (COOEB)
B CHCTeME 3amuThl HHPOpMAUK WHPOPMAITMOHHON
CHUCTEMBbI

3UC.30

3amura MOOWIbHBIX TEXHUYECKUX CpEJICTB,
MIPUMEHSAEMBIX B MHPOPMAIIMOHHON CHCTEME

+ |+ |+

«t» - Mepa 3amUThl MHPOpPMALMKM BKIIOUYEHA B 0a30BBIi

Habop Mep nis

COOTBETCTBYIOILIETO KJIacca 3al[UIIEHHOCTH HHPOPMAIIMOHHON CUCTEMBI.




Mepsb! 3ammThl uHGOpPMALUK, HE 0003HAYCHHBIE 3HAKOM «1», MPUMEHSIOTCS
npu ajzanTanuu 0a3oBoro Habopa Mep M YTOUYHEHHMM aJalTUPOBAHHOIO 0a30BOTroO
Habopa Mep, a TaKXke MpHU pazpaboTKe KOMIIEHCUPYIOIIHUX MEp 3allUThl HHPOpMauu
B MH(QOPMALIMOHHOM CUCTEME COOTBETCTBYIOLIETO KJIacca 3alllUIIEeHHOCTH.




